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1. About Author

Ankam Ravi Kumar has more than 10+ years of experience in Information Technology
Operations and production support streams. He served more than 5 companies in his career and
still continuing.

We provide server and data center related services from purchasing of underlying hardware to
provisioning the applications.

Solid industry experience in Infrastructure Management/Customer Support/Operations and
Training Domains. | love to help people by sharing my knowledge and skills. | always believe
“Power is gained by Sharing Knowledge not hoarding it”.

« Operating System Management Such has Linux Different Flavors, Red hat, Fedora,
Ubuntu, AlX, Solaris and Windows

o Enterprise Server Management

« Installing and configuring Blade Servers

o Core Storage Management Dell-EMC, IBM and NetApp

« Database Management MSSQL, POSTGRESQL, MariaDB and MySQL

e Process Management ITIL

o Virtualization management RHEV, vSphere, VMware, KVM, Hyper-V and XEN

« Backup and Recovery Management NetVault, Commvault and Symantec Backup Exec

« Application Server Management and Storage Cluster Management

« Data Center Management and Hosting Solutions

e Programming Languages such as PHP and HTML

o Scripting Languages Shell, Perl and Python

Specialized in managing and building the Teams for IT services delivery and Service Support,
Training and Operations in both smaller and larger companies. Rich experience and strong
exposure in IT Infrastructure & Data Center Management.

Implementation of monitoring solutions for Enterprise, Using Tools Nagios, NagiosXl, Cacti,
Solarwinds and LogicMonitor.
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2. Services we provide to our customers

*

Data Storage

Any type of storage categories like DAS, NAS,
SAN and Unified. Like Netapp, Del-EMC, IBM,
HP, Hitachi, Pure storage and Synology.

Networking

Switching and routing. Specialized in
Paloalto firewall configurations and VPN.
Spam filtering and proxy configurations.

Tape Libraries

We do provide tape library with backup
software's. starting from LTO3, LTO4, LTOS,
LTOG and LTO7. Quailstar, Dell, Quantum, HP
and IBM.

Virtualization

Virtualization environment implementation,
configurations and migrations. Vmware,
Hyper-V and RHEV.

Application Migrations

Ca

©

Backup and Recovery

We provide solutions for Online and Offline
data backup. RPO and RTO less than
~BMinutes for any disaster recovery.

Servers

Starting from server hardware
configuration, requirement gathering to
installing and configuring. Racking,
Operating system and application to
production. All brands.

Telecommunication

Like PRI Lines, SIP, VoIP Services. Software
and Hardware solutions for Inband and
outband.

Web Applications

Web application development. web
designing and web development.

We handle a large number of application migrations, data migrations from on-frame to cloud and
cloud to on-frame. Any kind of old systems data CIFS shares, User data migrations we will handle

with care.
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3. Cloud Computing Models

There are three main models for cloud computing. Each model represents a different part of
the cloud-computing stack.

3.1.Infrastructure as a Service (laaS):

Infrastructure as a Service, sometimes abbreviated as laaS, contains the basic building
blocks for cloud IT and typically provide access to networking features, computers (virtual or on
dedicated hardware), and data storage space. Infrastructure as a Service provides you with the
highest level of flexibility and management control over your IT resources and is most similar to
existing IT resources that many IT departments and developers are familiar with today.

3.2.Platform as a Service (PaaS):

Platforms as a service remove the need for organizations to manage the underlying
infrastructure (usually hardware and operating systems) and allow you to focus on the
deployment and management of your applications. This helps you be more efficient as you don’t
need to worry about resource procurement, capacity planning, software maintenance,
patching, or any of the other undifferentiated heavy lifting involved in running your application.

3.3.Software as a Service (Saa$):

Software as a Service provides you with a completed product that is run and managed by
the service provider. In most cases, people referring to Software as a Service are referring to
end-user applications. With a SaaS offering you do not have to think about how the service is
maintained or how the underlying infrastructure is managed; you only need to think about how
you will use that particular piece software. A common example of a SaaS application is web-
based email where you can send and receive email without having to manage feature additions
to the email product or maintaining the servers and operating systems that the email program
is running on.
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4. Amazon Free Tier Account Creation

Read these conditions before creating a free tier account.

e Amazon Elastic Cloud computer EC2 Linux t2.micro 750Hours per month
e 750 Hours t2.micro windows instance per month

e 2000 Put requests of Amazon S3 (single PUT Request max 5GB)

e 20000 Get requests of Amazon S3 (Each request Get request)

e Amazon RDS MySQL DB instance with t2.micro 5GB storage

e MSSQL Express version t2.micro with 20GB GP-SSD Free tier

https://aws.amazon.com/free/

Prerequisites:

e Credit card with minimum 1S available balance
e Reachable mobile number for verification

https://aws.amazon.com/console/

click on T

Create an AWS account

Email address

aravikumard8ggmail com

Password

AWS account name ©

Server-Computer

Continue

Sign in to an existing AVWS account

= 2018 Amazon Web Services, Inc. or its affilistes.
Al rights reserved

Privacy Policy erms of Use

Fill the details example is shown above and click continue

Amazon Web Services Lab Practice Guide Prepared by www.server-computer.com — AWS Sysops Associate course ® 8

This document and the information it contains is for public use.


https://www.server-computer.com/
http://www.server-computer.com/
https://aws.amazon.com/free/
https://aws.amazon.com/free/
https://aws.amazon.com/console/

AWS — Amazon Web Services Lab Practice Guide https://www.setver-computer.com

Contact Information

All fields are required.

Please select the account type and complete the fields below with your contact details.

Account type &

Professional 8 Personal

Click on radio button

e Professional is for company
e Personal is for single person

Payment Information

Please type your payment information so we can verify your identity. We will not charge
you uniess your usage exceeds the AWS Free Tier Limits. Review frequently asked
questions for more information

Credit/Debit card number

Expiration date

I 11 v l 2018 v

Cardholder's name

Billing address

@ uUse my contact address

O use a new address

Secure Submit

Provide your credit card details correctly, Card Number, Expiry Date and Card Holder Name

Click on Secure Submit
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Phone Verification
AWS will call you immediately using an automated system. When prompted, enter the
4-digit number from the AWS website on your phone keypad

Provide a telephone number

Please enter your information below and click the

all Me Now" buttor
Country/Region code

Indi (+91) v

Phone number Ext

Secunty Check

PIde

Call Me Now

Sign Ou

It will ask you to enter phone number, Security check then click on Call Me Now

Call in progress...

Please answer the call from AWS and, when prompted, enter
the 4-digit number on your phone keypad

2902

You will receive a call from AWS tele communication and ask you to enter the code displayed
on screen.

Note: Listen All the Details carefully and proceed by entering code displayed on screen.

After successful verification
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Your identity has been verified successfully.

Continue

Select a Support Plan

AWS offers a selection of support plans to meet your needs. Choose the support plan
that best aligns with your AWS usage. Learmn more

L

Basic Plan Developer Plan Business Plan
Free ' From $28/month From $100/month
* Included with all « For early adoption « For production
accounts testing and development workloads & business-

critical dependencies
* 24/7 sell-service access
to forums and resources

* 24/7 chat, phone, and
email access to AWS

* Be Suppornt
help } « 1 primary contact can
and performance open an unkimited * Unlimited contacts can
numbeér of suppon open an unlimited
» Access to health status cases number of support
and notifications cases
* 12-hour response fime
for nonproduction * 1-hour response time
systems for production systems

Need Enterprise level support?

onal information on running business and mission
S (starting at $15,000/month). Learn more

Contact your account manager
critical-workioads on AW

© 2018 Amazon Web Services, Inc or its affilistes. All rights reservec

Privacy Policy ~ TermsofUse  Sign Out

Select Support plan in this case select Free

Welcome to Amazon Web
Services

Thank you for creating an Amazon Web Services Account. We are
activating your account, which should only take a few minutes. You will
receive an email when this is complete
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You successfully completed Free Tier Account Creation. Login and Enjoy AWS Free Tier.

AWS Console

dWsSs

Signine

Email address of your AWS account

I

aws

Root user signin o

Email:

Password Forgot password

Sign In to a different account

Create a new AWS account

Provide your email address and password to Sign In

5. Enabling Multi-Factor Authentication to Secure Your Access
Go To IAM Services = Security, Identify & Compliance > IAM

@J Security, Identity, & Compliance

AV f—

Resource Access Manager
Cognito

Secrets Manager

Click on Users = Add User
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Add user ° 2 3 4 5

Set user details

You can add muitiple users at once with the same access type and permissions. Leam more

User name*  administrator ?

© Add another user

Select AWS access type

Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type” Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and

other development tools.
| AWS Management Console access ’
Enables a password that allows users to sign-in to the AWS Management Console
Console password™ Autogenerated password
® Custom password

Show password

User must create a new password at next sign-in
Users automatically get the IAMUserChangePassword policy to allow them to change
their own password.

Require password reset [

Provide user name, select access type

e Programmatic Access — Required for automation, run any operation using programs
e AWS Management Console Access — User will have web console access

Click Next Permissions

Add user 1 o 34 s

~ Set permissions

(7)) Copy permissions from Altach existing policies
‘&‘ Add user to group Mk existing user directly
Create policy z
Filter policies ~  Q search SIS S
Policy name ~ Type Used as Description
W AdministratorAccess Job function Permissions policy (1) Provides full access to AWS services and.
» AlexaForBusinessD AWS managed ne Provide device setup access to AlexaFor.
» AlexaForBusinessF . AWS managed ne Grants full access to AlexaForBusiness r.
3 AlexaForBusinessG AWS managed ne Provide gateway execution access fo Ale
» AlexaForBusinessR AWS managed ne Provide read only access to AlexaForBus.
» AmazonAP|Gatewa. AWS managed ne Provides full access to create/edit/delete
» AmazonAP|Gatewa. AWS managed ne Provides full access to invoke APIs in Am
3 AmazonAP|Gatewa. AWS managed ne Allows API Gateway to push logs to user'._

» Set permissions boundary

Cancel Previous Next: Tags

Click Next: Tags

Add tags whatever required to identify user
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Add user T2 e s s

www.server—ccmputer.ccm

Add tags (optional)

IAM tags are key-value pairs you can add to your user. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this user. Learn more

Key Value (optional) Remove
Created Date: 25th Oct 2018 x
Description Administrator for My ABC Client| x

You can add 48 more tags.

Click Next: Review

Add user 1 2 3 ° 5

www.server—computer.com
Review
Review your choices. After you create the user, you can view and download the autogenerated password and access key
User details

User name administrator

AWS access type AWS Management Console access - with a password

Console password type Custom
Require password reset No
Permissions boundary Permissions boundary is not set

Permissions summary

The following policies will be attached to the user shown above

Type Name
Managed policy AdministratorAccess
Tags

The new user will receive the following tags

Key Value
Created Date: 25th Oct 2018
Description Administrator for My ABC Client

Cancel Previous Create user

Click Create User
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User creation has been completed successfully now you will get on access URL with your account number. Note the URL.

Now Click on User name = Security credentials (TAB)

Permissions Groups Tags (2) Security credentials Access Advisor
Sign-in credentials

Summary » Console sign-in link: https:/i signin.aws.amazon.com/console

Conscle password Enabled (never signed in) | Manage

Assigned MFA device Mot assigned | Manage h

Signing certificates MNone &

Access keys

Click on Assigned MFA Device — Manage

Manage MFA device x

Choose the type of MFA device to assign:

@ Virtual MFA device

UZ2F security key

Other hardware MFA device

STl IURC

For mare information about supported MFA devices, see AWS Multi-Factor Authentication

Use any method based on your requirement. Here | am showing Virtual MFA Device method

Install Google Authenticator in your smart phone and ready to pair

Click Continue
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Set up virtual MFA device x

1. Install a compatible app on your mobile device or computer
See a list of compatible applications

2. Use your virtual MFA app and your device's camera to scan the QR code

WWW’.SEI’VEI’-COI’ﬂpUteI’.COm
Show QR code

Alternatively, you can type the secret key. Show secret key

3. Type two consecutive MFA codes below

MFA code 1

MFA code 2

Cancel Previous

Click in Show QR Code and scan the same code from your Google authenticator App. It will generate six digit codes enter
one code in first MFA code 1 wait 1 minute and second code in MFA Code 2 Click on Assign MFA

Set up virtual MFA device %

@ You have successfully assigned virtual MFA

www.server—ccmputer.ccm
This virtual MFA will be required during sign-in.

That’s it, now you successfully enabled MFA (Multi-Factor Authentication).

Here after if you want to login, you have to enter credentials and MFA code to Login.

6. Creating First Linux Instance

Login to AWS console, services drop down click on EC2
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{@} Compute

EC2
Lightsail &

ECS

EKS

Lambda

Batch

Elastic Beanstalk

Click on Launch instance

Launch Instance -

Amazon Linux 2 AMI (HVM), $3D Volume Type - ami-08bc13102155003 m

Amazon Linux - Amazon Linux 2 comes wih five years support. f provides Linus kemel 4 14 tuned fo opfiml performance on Amazon EC2, systemd 219, GCC 73, Glibe 2.28 Binutls 229 1, and the lafest sofware packages thiough extras

— Bt 1)

Rool device fype: ebs  Virtualization type: fvm

| am selecting Free Tier instance Amazon Linux

Family B Type B vCPUs (i) B Memory (GiB) o Instance Storage (GB) (i) B EBS Optimized Available (i) - Network Performance (i) - IPv8 Support (i) -
General purpose 2.nano 1 05 £8S only - Low to Moderate Yes
a General purpose o) 1 1 E£BS only - Low to Moderate Yes

""""""""" Free tier eligible

We have below types of instances

All instance types

General purpose
Compute optimized
GPU compute
Memory optimized

Storage optimized

—
Cancel | Previous Review and Launch Next: Configure Instance Details
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Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance. and more.
Number of instances (i) \1 Launch into Auto Scaling Group ()
Purchasing option (i) ) Request Spot instances
Network (i) [ypc-cbddf2as (defaull) v| € Ccreate new veC
Subnet (j) [ No preference (default subnet in any Availability Zon: v | Create new subnet
Auto-assign Public IP (i) | Use subnet setting (Enable) il
Placement group (i) L) Add instance to placement group
Capacity Reservation (i) | open v| C Create new Capacity Reservation
IAM role (i) [ None v| C create new 1AM role
shutdown behavior (i) | stop |
Enable termination protection (i) [ Protect against accidental termination
Monitoring (i) " Enable CloudWatch detailed monitoring
Additional charges apply.
Tenancy (i) Shared - Run a shared hardware instance il
Additional charges will apply for dedicated tenancy.
T2 Unlimited () L/ Enable
Additional charges may apply

Cancel | Previous Review and Launch I Next: Add Storage |

Step 4: Add Storage

Your instance will be launched with the following storage device seftings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also aftach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon ECZ.

Volume Type (i) Device (i) Snapshot (i) size (GiB) (i) Volume Type (i) I0PS (i) :::::lg??\m Delete on Termination (i) Encrypted (i)
Root idevixvda snap-00100b3a3716745¢9 |8 | General Purpose SSD (gp2) v| 10073000 NA “ Not Encrypted

Add New Volume

Add storage — EBS Elastic Block Storage volume will attached to your instance

Cancel = Previous Review and Launch Next: Add Tags I

Tags to identify the details about instance (Production/Test/Dev/Client Name)

Cancel | Previous Review and Launch Next: Configure Security Group
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Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic o reach your instance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the
HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: ©Create a new security group

Select an existing security group

Security group name: iauncn-wizara-1 ]

Description: ‘\auncnrwlzamrt created 2018-11-22T22:00:20.022+05:30 |
Type (i) Protocol (i) Port Range (i) Source (i) Description (i)
SSH v [Custom | [0.0.0.010 | [e.g. S5H for Admin Desktop | o

Add Rule

Using security group we can allow/deny any ports

Cancel Previous Review and Launch

Verify the details and click on Launch

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AVWS stores, and a private key file that you store. Together, they
allow you o connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

MNote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Create a new key pair v
Key pair name
|server-computer] |

Download Key Pair

Q You have to download the private key file (* pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

For the first time you create a new key pair and Download Key Pair

Server-computer.pem file will downloaded,

Launch Instances

Go to EC2 = See the instances

1-07a65d01bf300c28F  t2.micro ap-south-1a @ running X Initializing  None Y ec2-13-233-143-181ap.. 13233143181 - server-computer  disabled November
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Click on instance and copy the Public IP Address

a i-07a65d01bf300c29f  t2.micro ap-south-1a @ running & 272 checks ...

Instance: | i-07265¢01bf300c29f

Public DNS: ec2-13-233-143-181.ap-south-1.compute.amazonaws.com

@ ec2-13-233-143-181.ap...  13.233.143.181 - server-computer .disab\ed MNovember

»

Description Status Checks Monitoring Tags
Instance ID  i-07a65d01bf300c29F Public DNS (IPv4)  ec2-13-233-143-181.ap-south-1.compute. amazonaws.com
Instance state  running IPv4 Public IP
Instance type  t2.micro IPv6 IPs
Elastic IPs Private DNS  ip-172-31-18-54.ap-south-1.compute.internal
Availability zone ~ ap-south-1a Private IPs ~ 172.31.18.54

Socurit acoune launchasizard.d s inhaund rulasview suthaund rolas Sacandannduata 1De

Install putty msi installer you will get PuttyGen and Putty for accessing Linux machine

Open puttyGen and load server-computer.pem file

Igi_.__---i. Generator ? E
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
ssh+sa

A
AAAABINzaC 1yc 2EAAAADAGABAAABACQCKE27rdp 2)ba/ TCPUPTGVB v YsiMWewz
ZFrbSBNTCQsb Mk ImRE Fhy8tjicwsReuSWIVHSC USmPphfCanimzJRzPurFp08is SR
+EUgACssg3GnkH3+YBKINThGST
+HMuoaMHmI8+gqH/rLzenU7C /4 Yg8B3JXghMNGsbPatem LixPauvyovFklgld SFHgJM  w
Key fingemprint: |ssh-rsa 2048 6:801d:9e:91:8e:0d:15:2e:17:23:2d:47.78.45:a7 |

Key comment: |imp0l‘ted-0penssh-key |

I

Successfully imported foreign key
[OpenS5H SSH-2 private key (old PEM format]).

Tao use this key with PUTTY, you need to Generate
use the "Save private key” command to =
save it in PUTTY's own format, Load

I] Save private key
oK I

Type of key to generate:
@ RSA (O DsA () ECDSA (OED25519 () 55H-1(RSA)

Number of bits in a generated key:

Click Ok.

Save Private Key

In this case, | have used server-computerl.ppk

Open putty application and type IP address as shown below

BR PuTTY Configuration ? >
Categony:

=- S_ession Basic options for your PuT TY session

; -~ Logging Specify the destination you want to connect to

=1~ Terminal

e K aard Host Name {or IP address) Port

Bell [13.233.143.181| | |22 |
Features Connection type:
- Window (D Raw () Telnet () Rlogin (@ SSH () Sedal
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— S5H [ ] Mllow attempted changes of usemame in 55H-2
{ Kex Private key file for authentication:
Host keys |

Browse. ..

Expand SSH = Click on Auth = Browse and attach .ppk file

Click on Open

EP ec2-user@ip-172-31-18-5&~

with public

Amazon

You successfully logged into your Amazon Linux instance

As example, we are going to install web server in Linux server and access using web browser
sudo yum update

sudo yum install httpd

sudo service httpd start

sudo service httpd status

sudo chkconfig httpd on

Now go back to your EC2 = Security Groups and Add 80 port

Edit inbound rules ><
Type i Protocol i Port Range (i Source (i Description
sSsH hd TCP 22 Custom hd 0.0.0.0/0 e.g. SSH for Admin Deskiop e
Custom TCP F v TCP 80 Anywhere v 0.0.0.0/0 e web Server‘l e

Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created.

Open browser and type your instance public IP address you can access web-server test page.

7. Creating Amazon Machine Image (AMI)

An Amazon Machine Image (AMI) provides the information required to launch an instance, which is a virtual server in
the cloud. You must specify a source AMI when you launch an instance. You can launch multiple instances from a single
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AMI when you need multiple instances with the same configuration. You can use different AMIs to launch instances
when you need instances with different configurations.

An AMI includes the following:

e Atemplate for the root volume for the instance (for example, an operating system, an application server, and
applications)

e Launch permissions that control which AWS accounts can use the AMI to launch instances
o A block device mapping that specifies the volumes to attach to the instance when it's launched

Instance

Host computer

AMI

“\‘\‘
Launch instances \i

of any type Instances

Host computer

First, follow above steps to create EC2 instance, modify all the required settings, and install required applications. Right
click on instance Image > Create Image

jons v
(ENLBLEEL LR gl Connect  Actions WWw.server-computer.com

@ MName - Instance ID ~ | Instance Type -~ Availability Zone - Instance State -
@  NewlInstance RIEMFES  ¢onnect -east- @ running
Create Image
9
CloudWatch Monitoring
Create Image X
Instance ID (i i-0en72a626687d8haa
Image name (i [server-Computer-Am |
Image description (i ‘Th\s is my Web Server Image]| ‘
No reboot  (j O
Instance Volumes
Volume . . Delete on
Type Peviee  gnapshot (i Size (GIB)  yolume Type (i 1oPs (1)  TMPOUGNRUL g ination  ENCTYPted
) i i (MB/s) (i ; i
Root /devisdal  snap-0474571d378M0Mac2 |8 | [General Purpose SSD (gp2) v| 10073000 WA Not Encrypted

Add New Volume

Total size of EBS Volumes: 8 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[P Create Image

Provide Image name (Easy to Identify), Image Description and Click Create Image
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It will take few minutes depends on your EC2 instance size.

Goto =2 EC2 2 AMls

[ ] Name + AMI Hame « AMIID ~ Source - Owner ~  Visibility ~  Status -

[ ] Semnver-Computer-AMI ami-03be1b9f4 3f8b06T e 685992403869/5... 685992403869 Private available

Select AMI = Actions = Launch

Owned b Launch

B HNa

Modify Im
Add/Edit
Modify Boot Volume Setting

Choose Instance Type = Click Next: Configure Instance Details

Network (i [vpc-02c316e5Mbe2208a | MyVPG [v] C create new vPC
No default VPC found. Create a new default VPC .

Subnet (j | subnet-01f8724bb68578a99 | S3-Public | us-east-2z V| Create new subnet
250 IP Addresses available

Auto-assign Public IP () [Enable ]

Select appropriate details Click Next: Add Storage - Next: Add Tags = Next: Configure Security Group - Review and
Launch - Launch

That is it your application is ready to use.
Note: Storing AMI will be charged based on your EC2 instance size.

To delete the AMI select AMI = Actions = Deregister

Deregister X

Are you sure you want to deregister these images?
ami-03be1b9f4318b067e - Server-Computer-AMI

8. Create your First EC2 windows instance

Expand services EC2 = Launch Instance

o Microsoft Windows Server 2016 Base - ami-0711d827876cdd81a m
Windows Microsoft Windows 2016 Datacenter edition. [English] 5401 565)
¢

Roof device fype: ebs  Virualization type: hum

Select Windows Image
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Choose an Instance Type = General Purpose (t2.micro) = Click Next: Configure Instance Details 2>

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access ma

Number of instances

Purchasing option

Network (j

Subnet (i)

Auto-assign Public IP

Placement group ()

Capacity Reservation

Domain join directory (i)

1AM role

|1 Launch into Auto Scaling Group | |

[IRequest Spot instances

[vpc-2c747344 (default)

v| C create new vPC 4

|5ut)nel—?50t)241d | Default in us-easi-2a

o | Create new subnet

4089 IP Addresses available

|Enable

‘V|

[JAdd instance to placement group.

[Open

V| c Create new Capacity Reservation

| Mo directory

| C create new directory

[None

~| C create new 1AM role

Select VPC, subnet and enable Public IP address.

Click Next: Add Storage

Click Next: Add Tags

Add Tags to identify instance details Like Name, Purpose, Account and so and so

Click Next: Configure Security Group

Step 6: Configure Security Group

A security group is a set of firewall rules that control the fraffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example. if you want to set up a web server and allow Internet traffic

the HTTP and HTTPS poris. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: ®Create a new security group

Oselect an existing security group

Security group name:

Description:
Type (i
RDP ~

Add Rule

Click Review and Launch

‘WmdnwsSecurityGroud

‘\aunch—wwzard—W created 2018-12-05711:39:15.459+05.30

Protocol (i)

TCP

Port Range (i
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Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
fo obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to

securely SSH into your instance. www.Server-computer.com

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[create a new key pair ~]
Key pair name
|Server-computer-WmdowsKey ‘

¥ Download Key Pair

Q You have to download the private key file (*.pem file) before you can continue.
Store it in a secure and accessible location. You will not be able to download the
file again after it's created

Cancel Launch Instances

Download Key Pair and Launch Instance

Note: Wait 4 Minutes instance to launch
It should display the following:

e Instance State: running
e Status Checks: 2/2 checks passed

Instance State -  Status Checks -

) running & 2/2 checks passed

Select instance you have launched = Actions

Actions -

Connect

et Windows Password
Create Template From Instance
Launch More Like This
Instance State

Instance Settings

Image

MNetworking

CloudWatch Monitoring
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Retrieve Default Windows Administrator Password x

To access this instance remotely (e.g. Remote Deskiop Connection), you will need your Windows Administrator
password. A default password was created when the instance was launched and is available encrypted in the
system log.

To decrypt your password, you will need your key pair for this instance. Browse to your key pair, or copy and
paste the contents of your private key file into the text area below, then click Decrypt Password.

The following Key Pair was associated with this instance when it was created.
Key Name Server-computer-WindowsKey
In order to retrieve your password you will need to specify the path of this Key Pair on your local machine:
Key Pair Path Servercomputer Windowskey.pem
Or you can copy and paste the contents of the Key Pair below:

——BEGIN RSA PRIVATE KEY— ~
MIEowBAAKCAQEAjurQSFEoBRrSHhUvr+FOf7fvALgESmizVugBy0XX0WHgROHWMhz34mRNAJH

MAC+PXOYIGKK [1pQ6YgHAVLKAIPKEPXULYTS34DSMXZN YEH/ E RIWIDAUQABAOIBAGIWGLNTEhaz

Cancel Decrypt Password

Browse server-computer-WindowsKey.pem file to decrypt and get password

Retrieve Default Windows Administrator Password X

@ Password Decryption Successful
The password for instance i-0b43007700d8cbfe4 was successfully decrypted.

A Password change recommended
We recommend that you change your default password. Note: If a default password is changed.,
it cannot be retrieved through this tool. It's important that you change your password to one that
you will remember.

You can connect remotely using this information:
Public DNS

User name Adminisirator

Password

Now you got password successfully. Click Close.

Go to your windows machine Start 2 Run = mstsc 2 Ok

B3 Remote Desktop Connection - X
&1 Remote Desktop
»¢) Connection

Computer: | ec2-3-16-76-25 uz-east-2 compute amazonaw

Username:  MNone specified

“You will be asked for credentials when you connect

\: Show Qptions Connect Help

Click connect and type user name and password you are connected to your EC2 windows instance.
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9. Assigning Elastic IP Addresses to Instance (Static IP Address)

Click on instance name and see instance details like Internal and external IP Address, Host name

Public DNS (IPv4)  ec2-13-127-65-71.ap-south-1.compute. amazonaws.com
IPv4 Public IP 13.127.65.71
IPv6 IPs
Private DNS  ip-172-31-25-150.ap-south-1.compute.internal
Private IPs ~ 172.31.25.150

However, after stop and start of instance assigned public IP address will release to the amazon free pool

If would like to assign an static public address then navigate to Elastic IP’s

Security Groups

Elastic IPs

Placement Groups

Key Pairs

EC2 console right side bar go down = Elastic IPs > Allocate New Address

Addresses > Allocate new address

Allocate new address

Allocate a new Elastic IP address by selecting the scope in which it will be used

Scope VPC

IPv4 address pool ® Amazon pool
O Owned by me

Cancel [EEUGLETG]

Click Allocate. Amazon allocate you static IP address

Select the IP from Elastic IPs console = Actions = Associate Address

Actions

Release addre

sociate addr

Add/Edit Tags
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AUUTESSES = ASSUCTAIE auuTess,

Associate address

Select the instance OR network interface to which you want o associate this Elastic IP address (52.14.185.187)

Resource type @ Instance o
QO Network interface

Instance | -0b43007700d8cbfed v c
Private IP | 172.31.0.152 e C i}

Reassociation Allow Elastic IP to be reassociated if already attached €

A Waming
It you associate an Elastic IP address with your instance, ‘your current pUDHE IP address is released. Learn more .

Select Instance ID check Instance ID before allocating. Click Associate

Note: If you have, multiple interfaces to the instance click on Radio button Network Interface and select correct NIC
card name and Local IP Address.

Now your existing instance has static Public IP address, if you restart your instance also you will get same IP address until
you detach from instance.

10.Launching RDS Instance

Amazon Relational Database Service (Amazon RDS) is a web service that makes it easier to set up, operate, and scale a
relational database in the cloud. It provides cost-efficient, resizable capacity for an industry-standard relational database
and manages common database administration tasks.

Login to AWS Console and Click on services to list all services. Navigate to Database > RDS

@ Database

RDS

DynamoDB
ElastiCache
Neptune
Amazon Redshift

Now we are going to create a new Database instance with empty database

Restore from S3 ‘ Create database

Amazon will support below 5 types of Relational database engines as managed services
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Engine options

Amazon Aurora MariaDB
Amazon
Aurora

PostgreSQOL Oracle Microsoft SQL Server

© ORACLE 65l server

Select any one of the database engine, which you want to launch and Click Next

Note: Careful if you are using free tier account. MSSQL and Oracle are charged.

Choose use case

Use case
Do you plan to use this database for production purposes? www_server—computer.cam

Use case

Production - Amazon Aurora

MySQL-compatible, enterprise-class database at 1/10th the cost of commercial databases.

Production - MySQL
Use Multi-AZ Deployment and Provisioned IOPS Storage as defaults for high availability and fast, consistent performance.

(©) Dev/Test - MysQL

This instance is intended for use outside of production or under the RDS Free Usage Tier.

Billing is based on RDS pricing [4.

Choose appropriate usage of your instance. In this scenario, | am using Dev/Test instance Click Next
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Specify DB details

www.server—camputer.com
Instance specifications
Estimate your monthly costs for the DB Instance using the AWS Simple Monthly Calculator [A
DB engine
MySQL Community Edition

License model Info

general-public-license v Select Version

DB engine version Info

MySQL 5.6.40 v |

In drop down, select appropriate and required MySQL Version.

Note: If you select Free Tier. Selected version and options will overwritten free options.

DB instance class  Info

db.rd.xlarge — 4 vCPU, 30.5 GiB RAM v

Multi-AZ deployment Info

Create replica in different zone
Creates a replica in a different Availability Zone (AZ) to provide data redundancy, eliminate I/0 freezes, and minimize latency
spikes during systemn backups.

O No

Storage type Info

General Purpose (55D) v

Allocated storage
20 Giw

(Minimum: 20 GiB, Maximum: 32768 GiB) Higher allocated storage may improve IOPS performance.

(@ Provisioning less than 100 GiB of General Purpose (55D) storage for high throughput workloads could
result in higher latencies upon exhaustion of the initial General Purpose (S5D) 10 credit balance. Click
here for more details.

1. Select DB Instance class like required CPU Cores and RAM.
2. Create Replica in Different Zone. (Which means database will be replicated to another available zone for
redundant(data protection))
3. General purpose (SSD) or provisioned IOPS (SSD)
a. General purpose is for low through put applications
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b. Provisioned IOPS is for most read/write operations
4. Size of the storage

Settings

DB instance identifier Info

Specify a name that is unique for all DB instances owned by your AWS account in the current region.
SEFVEI’COITIDL.ItEr
DB instance identifier is case insensitive, but stored as all lower-case, as in "mydbinstan Must contain from 1 to 63 alphanumeric

characters or hyphens (1 to 15 for SQL Server). First character must be a letter. Cannot end with a hyphen or contain two
consecutive nypnens.

Master username  Info
Specify an alphanumeric string that defines the login ID for the master user.

myadmin
Master Username must start with a letter. Must contain 1 to 16 alphanumeric characters.
Master password  Info Confirm password  Info

Provide

e Instance name should be unique
e Master username anything you can give without special characters
e Provide master password and remember

Free tier

@ The Amazon RDS Free Tier provides a single db.t2.micro instance as well as up to 20 GiB of storage,
allowing new AWS customers to gain hands-on experience with Amazon RDS. Learn more about the
RDS Free Tier and the instance restrictions here.

Only enable options eligible for RDS Free Usage Tier Info

DO NOT FORGOT TO SELECT IF YOU’RE USING FREE TIER OTHERWISE YOU WILL BE CHARGED
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Network & Security

Virtual Private Cloud (VPC) Info

VPC defines the virtual networking environment for this DB instance.

Default VPC (vpc-cbd4f2a3) v

Only VPCs with a corresponding DB subnet group are listed.
Subnet group Info
DB subnet group that defines which subnets and IP ranges the DB instance can use in the VPC you selected.

default v

Public accessibility _Info

O Yes
EC2 instances and devices outside of the VPC hosting the DB instance will connect to the DB instances. You must also select one
or more VPC security groups that specify which EC2 instances and devices can connect to the DB instance.

No
DB instance will not have a public IP address assigned. No EC2 instance or devices outside of the VPC will be able to connect.
Availability zone Info

ap-south-1a v

VPC security groups

Security groups have rules authorizing connections from all the EC2 instances and devices that need to access the DB instance.
© Create new VPC security group
Choose existing VPC security groups

Select appropriate VPC and Subnet group (If any)
If you want access database from remote machine put “Public Accessibility” Yes

Choose existing VPC security groups if you have already or it will create new security group for this instance access.
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Database options

Database name Info

mydataba SE|

Mote: if no database name is specified then no initial My30QL database will be created on the DB Instance.

Port Info
TCP/IP port the DB instance will use for application connections.

3306

DB parameter group Info

default.mysql5.6 v

Option group Info

default:mysagl-5-6 v

IAM DB authentication Info

Enable |AM DB authentication
Manage your database user credentials through AWS 1AM users and roles.

O Disable

Encryption

Encryption
Learn more [A

(@ The selected engine or DB instance class does not support storage encryption.

Provide database name, default port number is 3306 you can even customize the port number if you want.

Enabling IAM DB Authentication. IAM Users also can access your instance based on IAM policies.
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For free tier encryption option is disabled

Backup

/\ Please note that automated backups are currently supported for InnoDB storage engine only. If you
are using MylSAM, refer to detail here. [

Backup retention period Info
Select the number of days that Amazon RDS should retain automatic backups of this DB instance.

7 days v

Backup window Info
Select window

© Mo preference

Copy tags to snapshots

If you want database backups select, the retention max is 35 Days

If you have particular backup window for database select it otherwise leave it default.

Monitoring

Enhanced monitoring

Enable enhanced monitoring
Enhanced monitoring metrics are useful when you want to see how different processes or threads use the CPU.

© Disable enhanced monitaring

Enhanced monitoring will charged
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Log exports

Select the log types to publish to Amazon CloudWatch Logs

Audit log
Error log
General log

Slow query log

1AM role

The following service-linked role is used for publishing logs to CloudWatch Logs.

RDS Service Linked Role

@ Ensure that General, Slow Query, and Audit Logs are turned on. Error logs are enabled by default.
Learn more [A

Maintenance

Auto minor version upgrade  Info

© Enable auto minor version upgrade
Enables automatic upgrades to new minor versions as they are released. The automatic upgrades occur during the maintenance
window for the DB instance.

Disable auto minor version upgrade

Maintenance window Info
Select the period in which you want pending modifications or patches applied to the DB instance by Amazon RD5.

Select window

© No preference

Select the options you required
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Deletion protection

Enable deletion protection
Protects the database from being deleted accidentally. While this option is enabled, you can't delete the database.

Cancel Create database

Enabling database protection, you cannot delete database

Click Create Database

Note: Database instance creation will take at least 10minutes.

11.Accessing MySQL Instance Using Workbench
Download MySQL Workbench to access MySQL instance remotely

https://dev.mysql.com/downloads/workbench/

ﬁ MyS0L Workbench 8.0 CE - Setup Wizard X

Welcome to the Setup Wizard for MySQL
Workbench 8.0 CE

The Setup Wizard will install version 8.0, 13 on your computer,
To continue, dick Next.

WARNMIMG: This program is protected by copyright law and
international treaties.

wm.server—computer.com
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ﬁ MyS0L Workbench 8.0 CE - Setup Wizard X

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder.

G Install MySQL Workbench 8.0 CE to:
C:\Program Files\MySQLMySOL Workbench 8.0 CEY Change. ..

‘N‘N‘N.SEI’VEI’-CD[T‘IpUtEI’.CD[T‘I

ﬁ MyS0L Workbench 8.0 CE - Setup Wizard X

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

‘N‘N‘N.SEI’VEI'-CDIT'IF)LJtEF.CG[T"I

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.
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ﬁ MyS0L Workbench 8.0 CE - Setup Wizard X

Ready to Install the Program

The wizard is ready to begin installation.

If you want to review or change any of your installation settings, didk Back. Clidk Cancel to
exit the wizard.

Current Settings:

Setup Type:
Complete

Destination Folder:
C:'Program Files\MySQL\MySQL Workbench 8.0 CEY

WWW.SEFVEF-CDTT"IpUtEF.CDrTI

ﬁ MyS0L Workbench 8.0 CE - Setup Wizard X

Wizard Completed

Setup has finished installing MySQL Workbench 8.0 CE.

WWW.SEF‘JEF-CDTT"IpUtEF.CDrT"I

Launch MySQL Workbench now = Back Cancel

After successful creation you see like below
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DB instance ry Engine ¥ Status ¥ cPU Current activity ¥ Maintenance ¥ Class v VPC Multi-AZ ¥ Replicat

none db.t2.micro vpc-cbd4f2a3 No

techarkitdatabase MySQL ® available 11.00% [ 0 Connections I

Click on Database name and come down copy the Endpoint URL

Open your MySQL workbench and create connection

e

MySQL Connections ®@ @

Click on Plus (+) sign to create a New MySQL Connection

Connection Mame: |ser\-’er-compuber | Type a name for the connection

Connection Method: | Standard (TCR/IF) ~ | Method to use to connect to the RDEMS

Parameters 55 Advanced

MName or IP address of the server host - and
TCP/IF port.

Hostname: |ted13rkib:|atabase.c0|caa13vaiz.apﬂ0uﬂ1| Fort: |3306

Name of the user to connect with.

Username: |m\,radmin|

The user's password. Will be requested later if it's

BasShead Store in Vault ... Clear
not set.
Default Schema: | | The schema to use as default schema. Leave
blank to select it later.
Configure Server Management... Test Connection Cancel
Click OK

MySQL Connections ® ®

sense F-CDI‘I"IFJUTEF

rmyadmin
techarkitdatabase.cOlcaalavaiz.ap-s...

After successful creation, Click on Connection it will ask you for the password
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& Connect to MySQL Server X

Please enter password for the following service:

- Service: Mysql@tect cOlcaalavaiz.ap -south-L.rd aws. com: 3306

\.\\ ‘1\‘ User: myadmin

cioikbencn]  Password: |

[ save password in vault
Cance

B MySQL Workbench - o =
# sorvercomputer =
Eile  Edt  vie w Guery Detsbese Server TIools Seipting  Heip

&1 &6 & & & & @ | o L] == |
e

[CICHEE | (B fy | dompro
2

Snippets

Successfully launched MySQL RDS Instance and accessed via MySQL Work bench.
Run below queries to create database and some tables on it.
create database ‘DBNAME' ;

use DBNAME;

Create Table using below query

create table students(
student id INT NOT NULL AUTO INCREMENT,
student title VARCHAR(100) NOT NULL,
student author VARCHAR (40) NOT NULL,
submission date DATE,
PRIMARY KEY ( student id )

) i

show databases;

use DBNAME;

show tables;

If you know much more database queries like select, insert and delete statement try doing more. Good Luck.
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12. AWS S3 Bucket — (Object Storage)

Amazon Simple Storage Service (Amazon S3) is storage for the Internet. You can use Amazon S3 to store and retrieve any
amount of data at any time, from anywhere on the web. You can accomplish these tasks using the AWS Management
Console, which is a simple and intuitive web interface.

Login to AWS Console and navigate to Storage > S3

Storage
53

EFS
53 Glacier
Storage Gateway

4 Create bucket

Create bucket

Click on

@ Name and region @ Configure options @ Set permissions

Name and region

Bucket name

server-computer-bucket

Region

Asia Pacific (Mumbai) v

Copy settings from an existing bucket

al)1 Buckets

Provide bucket name, it should be a unique name. To Access your S3 bucket over internet it will create DNS entry.

Click Next
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Create bucket

@) wame ana region @) ez @) seipm=ms

Properties

Versioning

M Keep all versions of an object in the same bucket.
Server access logging

M Log requests for access o your bucket.

Tags

‘You can use tags to track project costs.

Object-level logging
B Record object-level API activity using AWS CloudTrail for an additional cost. See

Default encryption
M Automatically encrypt objects when they are stored in S3. =

~ Advanced settings

Object lock
B Permanently allow objects in this bucket to be locked. Lear
Object lock requi ning to be enabled

Keep All Version of object means it will not delete any files if you upload same file multiple times. It will keep all
the files as multiple versions

Log Requests for access to your bucket option will log all the actions users did on this particular S3 bucket
Object-level Logging used to monitor all the object level modifications. Additional cost.

Encryption You can encrypt S3 bucket data or Encrypt and upload the data either way your data is encrypted.
Object Lock

Cloudwatch request metrics for monitoring purpose

FEEEFE &

Click Next

Create bucket

@ Name and region @ Configure options @ Set permissions

Note: You can grant access to specific users after you create the bucket.
Public access settings for this bucket

Use the Amaz c ss settings to enforce that buckets don't allow public ss to data. You can also configure the Amazon S3 block public
access setting -

Manage public access control lists (ACLs) for this bucket
Block new public ACLs and uploading public objects (Recomme.

[ Remove public access granted through public ACLs {Recomme.
P! 2, 200 (

Manage public bucket policies for this bucket
Block new public b t i s (Recommended)
Block public and ¢ count access if buckel has public policies (Recommended)

Manage system permissions

Do not grant Amazon S3 Log Delivery group write access to this bucket ~

[

AWS recent update is to block public access by default, if you want to enable public access to your S3 bucket un-check all
above tick marks.

Still you can provide access to other users on bucket level and object level.
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Click Next

Create bucket

@ Name and region @ Configure options. @ Set permissions

Name and region

Bucket name servercomputer-bucket Region Asia Pacific (M

Options

Versioning Disabled
Server access logging Disabled
Tagging 0 Tags
Object-level logging Disabled
Default encryption None
CloudWatch request metrics Disabled
Object lock Disabled

Permissions

Block new public ACLs and T
uploading public objects

Remove public access granted
through public ACLs

Block new public bucket policies  True

True

Block public and cross-account

access if bucket has public policies ' "®

Final Step is to review selected options and Click Create bucket
Your S3 bucket created successfully. Click bucket name you will see all the options

https://s3.ap-south-1.amazonaws.com/server-computer-bucket

Above is the example URL to access your S3 bucket over internet

12.1. AWS S3 Lifecycle Management

Click on S3 Bucket > Management - Lifecycle
You can manage an objects lifecycle using this feature/rule, which defines

Lifecycle rule ><

(1) Name and scope (2) Transitions (8) Expiration (4) Review

Enter a rule name

Rule_MyBucket

Add filter to limit scope to prefix/'tags

tag Yearly |

Type to add prefictag filter

Enter Rule Name
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Tag Name if you do not want leave it blank

Click Next

Lifecycle rule X

@ Name and scope @ Transitions @ Expiration @ Review

Storage class transition

You can add rules in a lifecycle configuration to tell Amazon 33 to transition objects to
another storage class. £y

Current version Previous versions

For current versions of objects

You don't have any transitions set up for current version of objects.

For previous versions of objects

You don't have any transitions set up for previous versions of objects.

#% Current Versions
#% Previous Versions

Based on selected versions action will be performed example if you want to keep current versions in Al or maybe
previous versions on Glacier as per your requirement

Days after objects become
noncurrent

Select a transition days [

Transition to Standard-1A after

Object creation

Transition to Intelligent-Tiering after

Transition to One Zone-lA after

Transition to Amazon Glacier after

Click Next
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Lifecycle rule

@ Name and scope @ Transitions @ Expiration

Configure expiration server-comput

B cCurrent version Previous versions

Permanently delete previous versions

After 365 days from becoming a previous version
Clean up expired object delete markers and incomplete multipart uploads

Clean up expired object delete markers

Clean up incomplete multipart uploads

After from start of upload

Explanation: Previous versions of files after 365 days means one year permanently delete from S3 bucket.

Clean up expired and incomplete uploads after 2 days.
Click Next

Lifecycle rule X

@ Name and scope @ Transitions @ Expiration @ Review

Name and scope

Name Rule_MyBucket
server-compu ter.com
Scope Whole bucket

Transitions

Expiration

Permanently delete after 365 days
Clean up expired object delete markers

Clean up incomplete multipart uploads after 2 days

Click Save.
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12.2. S3 Bucket Replication to Cross-Region

S3 bucket Name = Management = Replication

Note: In order to enable Replication for S3 bucket Versioning should enabled.

Replication rule >

(1) setsource (2) set aestination (3) conngure options (4) review

Set source

() Entire bucket @ arkit-test123

. Prefix or tags
Replication criteria

Il Replicate objects encrypted with AWS KMS

Your CRR rule will be created using the new schema
Cross-reqgion replication (CRR) now has a new schema that supports replication
based on prefixes, one or more object tags or a combination of the two. As part
of the new schema, you can set overlapping rules with priorities. The new
schema does not support delete marker replication, which would prevent any
delete actions from replicating. Learn more about cross-region replication_

en

Click Next

Replication rule X

@ Set source @ Set destination @ Configure options @ Review
Destination bucket

destinationservert ~

Options

Change the storage class for the replicated object(s)

Storage class

based on your use case and access requirements. Learn more (4 or
7

Glacier %

[l Change object ownership to destination bucket owner

Select Destination bucket within same account or another account
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Options to Change Storage class and permissions in destination

Click Next

Replication rule >

@ Set source @ Set destination @ Configure options @ Review

1AM role

Create new role ~

Rule name

Status

o Enabled
@ Disavec

Select existing IAM Role or Create new for replication. In this case, | am creating new role for replication called Test
Click Next

Review final and Click Save

12.3. S3 Bucket Policies to control Access

Click on bucket Name = Permissions = bucket policy

https://awspolicygen.s3.amazonaws.com/policygen.html

Go to this above URL and generate policy if you do not know how to write a S3 bucket policy
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Step 1: Select Policy Type
Queue Policy.

Select Type of Policy

Step 2: Add Statement(s)

Effect

Principal
AWS Service

Actions

Amazon Resource Name {ARN)

53 Bucket Policy ~

@ Allow ) Deny

Use a comma to separate multiple value:
Amazon S3

Use multiple statements to a

1 Action(s) Selected

am-aws-s3:arkit

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an S3 Bucket Policy, an SNS Topic Policy, a VPC Endpoint Policy, and an SQS

A statement is the formal description of a single permission. See a description of elements that you can use in statements.

All Services ('*7)

[ All Actions ('*')

ARN shoul
Use

wthe folloving format: arn:aws:s3:::
separate multiple values

bucket_name=/<key_name

a comma

Add Conditions (Optional)

Add Statement

Add Statement and click on Generate Policy

"Id": "Policyl1543401188367",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmt1543401184049",
"Action": [
"s3:ListBucket",
"s3:ListBucketByTags",
"s3:ListBucketVersions"
1y
"Effect": "Allow",
"Resource": "arn:aws:s3::
"Principal": {
"AWS": [
"test"

rarkit-prog",

Same policy copy and paste it in policy editor and save

13. VPC—Virtual Private Cloud (isolated Network)

A virtual private cloud (VPC) is a virtual network dedicated to your AWS account. It is logically isolated from
other virtual networks in the AWS Cloud. You can launch your AWS resources, such as Amazon EC2 instances, into your
VPC.
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~ N—
Internet Cloud

10.0.1.0/24 - Public Subnet

Corp Office

Picture: 1.1 Typical VPC Example

° . EC2 Instance

. G Virtual Private Gateway

o % Router

@ Customer Gateway

o @ Internet Gateway

—

o =4 Availability Zone
° @ VPC subnet

Architecture Explanation:

» AWS in single region
» Two Availability zones
» One Virtual Private Cloud
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Four Subnets Two Are Public and Two Are Private subnets

Four instances Two App Servers, Two Database Servers

One Internet Gateway to access internet

One Virtual Private Gateway to Connect Corporate Office

Two routers one is connected to private subnets, another is connected to public subnets

YV VVYVYY

We would like to host web application with two web app servers and two Database servers. Two Tier architecture. Web
app servers will serve to public, from public facing subnets. Database servers are in private network and only have
access to app servers and corporate network (VPG).

When Database servers want to download any kind of files/patches from internet it routes through NAT Gateway and
get the internet data from web app servers.

% Networking & Content Delivery
VPC
CloudFront
Route 53
AP| Gateway
Direct Connect
AWS Cloud Map
Global Accelerator &

AWS Console = Services 2 Networking & Content Delivery = VPC = Your VPCs

VPCs > Create VPG

AVPC is
as a Classh
block witn 1

an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances. You must specify an IPva address range for your VPG, Specify the IPva address range
Inter-Domain Routing (GIDR) block: for example. 10 0.0.0/16. You cannol specify an IPva GIDR block larger than /16, You can oplionally associate an Amazon-provided IPV6 CIDR
VPG

Name tag = MyvPC o
IPv4 CIDR block® | 10.0.0 0116 o

|PvE CIDR block @ No IPVE CIDR Block
©  Amazon provided IPVE CIDR block

Tenaney | Default -~ e

e VPC Name: MyVPC
e |Pv4 CIDR Block: 10.0.0.0/16 ( Use this CIDR Calculator)

Click Create

Result

CIDR Range 10.0.0.0M16
Netmask 255.255.0.0
Widlcard Bits 0.0.255 255
First IP 10.0.0.0
Last IP 100 255 255
Total Host 65536

CIDR
10.0.0.0M16
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Create VPC

@ The following VPC was created:

VPCID  vpc-02c316e5f1be2208a

Your VPC created successfully.

13.1. Create subnets

Inside VPC to divide smaller blocks and separation

Virtual Private
Cloud

Your VPCs

Subnets

Subnets > Create sutnet
Create subnet

‘SPECY YOUr SUGNENS IP 300TESS DIOCK In CIDR 1OMIAT. 107 EX3MP. 10.0.0.0/24. [PV LIOCK SZ2S MUSE D2 DENWESN 3 116 NEIMASK 300 /28 NEAMASK, 310 CaN DE M SaME SIZ8 35 your VPC. AN IPY6 CIDR block MUSt be 3 /64 CIDR Dotk

Wametag  51-Private e
[ —— * dip—
VPCCIORs  gipR stws status Reason
oo associded
Avaianiy Zone oot za " %
IPv4 CIDR block™  10.0.1.0/24 t

Create subnet

@ The following Subnet was created:

Subnet ID subnet-01b0ateSbe742dde0

In Similar way, create all four subnets

Subnet Name Availability Zone CIDR Block Private/Public
S1-Private Us-east-2a 10.0.1.0/24 Private
S2-Private Us-east-2b 10.0.2.0/24 Private
S3-Public Us-east-2a 10.0.3.0/24 Public
S4-Public Us-east-2b 10.0.4.0/24 Public
Name ~ SubnetID ~ State - VPcserver-computer.com ~ IPv4 CIDR « Available IPv4~ |Pv6 CIDR Availability Zone~ Availability Zone ID ~
S1-Private subnet-01b0ateSbe742ddel available vpc-02c316e5f1be2208a | MyVPC 10.0.1.0/24 251 - us-east-2a use2-azl
S2-Privaie subnei-0415e767640ae4ef9 available vpc-02c316e5M1be2208a | MyVPC 10.0.2.0/24 251 - us-easi-2b usez-az2
S3-Public #  subnet-0118724bb68578a99 available vpc-02c316e5f1be2208a | MyVPC 10.0.3.0/24 251 - us-east-2a use2-azi
S4-Public subnet-09d6c82e020a61325 available vpe-02c316e5f1be2208a | MyVPC 10.0.4.0/24 251 - us-east-2b use2-az2

Amazon Web Services Lab Practice Guide Prepared by www.server-computer.com - AWS Sysops Associate course ® 51

This document and the information it contains is for public use.



https://www.server-computer.com/
http://www.server-computer.com/

AWS — Amazon Web Services Lab Practice Guide https://www.setver-computer.com

13.2.  Create Internet gateway and attach to VPC

Internet Gateways. An internet gateway is a horizontally scaled, redundant, and highly available VPC component
that allows communication between instances in your VPC and the internet. It therefore imposes no availability risks or
bandwidth constraints on your network traffic.

Attach to S3 and S4, after attach S3 and S4 become public subnets.

Internet gateways > Create internet gateway
. wWww.se rver-computer.com
Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Name tag | My-1GW | (i)

Create internet gateway

@ The following internet gateway was created:

Internet gateway ID  igw-Ob5da69f9e34ec455

Actions ~

Delete internet gateway

Add/Edit Tags

Now attach Internet Gateway to VPC

Internet gateways » Attach fo VPC

Attach to VPC

www.server-computer.com

Attach an internet gateway to a VPC to enable communication with the internet. Specify the VPC you would like to attach below.

VPC* | vpc-02c316e5f1be2208a ~ 0

P AWS Command Line Interface command

* Required cancel m

Select MyVPC in drop down menu Click Attach

13.3.  Create Virtual Private Gateway and Attach to VPC
It can be a physical or software appliance. The anchor on the AWS side of the VPN connection is called a virtual
private gateway. The following diagram shows your network, the customer gateway, the VPN connection that goes to
the virtual private gateway, and the VPC.
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Create Virtual Private Gateway

Virtual Private Gateways > Create Virtual Private Gateway

www.server- CDITIpUteI‘.CDITI

Create Virtual Private Gateway

Avirtual private gateway is the router on the Amazon side of the VPN tunnel

Name tag ‘ MyVGW ‘ (1]

asn @ Amazon default ASH @
O custom ASN

[EUEEE  Create Virtual Private Gateway

Actions <

Delete Virtual Private
Attach to VPC

Add/Edit Tags

Attach VGW to MyVPC

Attach to VPC

Select the VPC to attach to the virtual private gateway.

Virtual Private Gateway Id vgw-0649463556a8290fe

VPC* | vpr-02c316€571be2208a| | C

Cancel JRECWN.CLL

13.4. Create route tables and attach to subnets

Route Tables. A route table contains a set of rules, called routes that are used to determine where network

traffic is directed. Each subnet in your VPC must be associated with a route table; the table controls the routing for the
subnet.

One route for Internet gateway, another for Virtual private gateway (R1-IGW and R2-VGW)

e Route-0.0.0.0/0to IGW
e Route-192.168.0.0/16 to VGW

Create route table
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Route Tables > Create route table

Create route table

A route table specifies how packets are forwarded between the subnets within your VPC, the intemet, and your VPN connection.

Name tag = R1-IGW
VPC*  vpc-02c316e5f1be2208a - C (i)
Route Tables > Create route table
Create route table
& The following Route Table was created:
Route Table ID  rib-08aa6cb351595eac2
Name tag = R2-VGW (i)
VPC* | vpc-02c316e5Mbe2208a - C (i)
Now edit R1-IGW and add routing rule as mentioned below
Route Tables > Edit routes
Edit routes
Destination Target Status. Propagated
10.0.0.0/16 local active No
0.0.0.0/0 A igw-0b5da69r9e34ec455 v No 0
Add route
* Required ancel
Route Tables > Edit routes
Edit routes
Destination Target Status Propagated
10.0.0.0/16 local active No
192 168 0.0/16 v vgw-0649463556a8290fe A No
Add route
* Required

Attach routing tables to subnets. R1-IGW to S3-Public and S4-Public, public network required to have internet access.

Attach R2-VGW to S1-Private and S2-Private (No internet become a private subnets)
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Name ~ | SubnetID ~  State ~ | VPC w
@ S1-Private subnet-01b0alesber42ddel available  vpc-02c316e5fM1be2208a
< S3-Public subnet-01f8724bb68578290 available voo-02c316e5f1 be2 2083
Subnet: subnet-01b0atlesber42dded
Description Flow Logs Route Table Metwork ACL Tags

Edit route table association www_gewer-cumputer_cum

Route Table:rtb-0bd197139222e69%¢ea | R2-VGEW

1to20f2
Destination Target
192 168 .0.0M16 vgw-0649463556a8200fe
10.0.0.0M186 local
MName - SubnetID ~ State ~ VPC ~
@ S4-Public subnet-09d6c82e020a61325 available  vpc-02c316e5M1be2208a ...
£
Subnet: subnet-09d6c82e020a61325
Description Flow Logs Route Table Network ACL Tags
Edit route table association
Route Table: rib-08aabch351595eac? | R1-IGW
1to20f2
Destination Target
10.0.0.0M16 local
0.0.0.0/0 igw-0b5da69m9e3decd 55
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14. AWS Elastic Load Balancer (ELB)

2.1 Elastic Load Balancer Typical Architecture

AWS Cloud

Region

Availability Zone

VPC — Virtual Private Cloud

VPC Subnet

EC2 Instance Running Webserver
Elastic Load Balancer

Internet Gateway

PN A WN R

Elastic Load Balancing (ELB) is a load-balancing service for Amazon Web Services (AWS) deployments. ELB automatically
distributes incoming application traffic and scales resources to meet traffic demands.

A Managed Load Balancing service

e Distributes load incoming application traffic across multiple targets, such as amazon EC2 instances, containers, and
IP Addresses
e Recognizes and responds to unhealthy instances
e Can be public or internal-facing
e Uses HTTP, HTTPS, TCP, and SSL Protocols
e Each Load Balancer is given a public DNS name
o Internet-facing load balancers have DNS names which publicly resolve to the public IP Addresses of the load
balancer of the load balancers nodes
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o Internal load balancers have DNS names, which publicly resolve to the private IP Addresses of the load
balancers nodes.

Types of ELB

1. Application Load Balancer
2. Network Load Balancer
3. Classic Load Balancer

ELB Practical

Launch two EC2 instances in different AZs

Enable Web services

Launch Load Balancer

Add both instances under load balancer now check traffic

Follow EC2 Linux instance launch steps however in step two (configure Instance) go to down to the bottom in advanced
section add below script will create auto webserver

#!/bin/bash

sudo
sudo
sudo
sudo
echo
sudo

yum update -y

yum install httpd* -y

service httpd start

chkconfig httpd on

'<html><hl>Hello, Welcome to Serverl</hl></html>' > /var/www/html/index.html
service httpd restart

¥ Advanced Details

Userdata (j ® As text O As file [linput is already base64 encoded

#libin/bash

sudo yum update -y

sudo yum install pitpd* -y

sudo service hitpd start

sudo chkconfig hitpd on

echo '=himl=<h1=Hello, Welcome to Server1</n1=</fiml=' = variwww/himlindex_himl
sudo service hitpd restart

Note: while launching second instance change echo statement to server2

echo

'<html><hl>Hello, Welcome to Server2</hl></html>' > /var/www/html/index.html

Creating Classic Elastic Load Balancer
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Classic Load Balancer

PREVIOUS GENERATION

for HTTP, HTTPS, and TCP

Choose a Classic Load Balancer when you have an existing application running in the EG2-
Classic network.

Learn more >

Step 1: Define Load Balancer
Basic Configuration

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name so that you can identify it from other load balancers you might create. You will also need to configure ports and protocols for your load balancer. Traffic from your clients can be
routed from any load balancer port to any port on your EC2 instances. By default, we've configured your load balancer with a standard web server on port 80.

Load Balancer name: [server-computer |

Create LB Inside: | vpc-02c316e571be2208a (10.0.0.0/16) | MyVPC A

Create an internal load balancer: [ (whats tnis?)

Listener Configuration:
Load Balancer Pretocol Load Balancer Port Instance Protocol Instance Port
]
Add
Select Subnets
You will need to select a Subnet for each AVaI\aD\Hly Zone where: ‘you wish traffic to be routed D‘{ ‘your load balancer. If you have instances in Oﬂly one Ava\labmy Zone, please select at least two Subnets in different A‘JaHaDH\fy Zones to prV\dE mgner avanabmly for your load balancer.

VPC vpc-02c316e511be2208a (10.0.0.0116) | MyVPC

Available subnets

Actions Availability Zone Subnet ID Subnet CIDR Name

[+] us-east-2a subnet-01b0z1e5be742dde0 10.0.1.0r24 S1-Private

[+] us-east-2b subnet-0415e767640aedefd 1002024 S2-Private
Selected subnets

Actions Availability Zone Subnet ID Subnet CIDR Name

e us-east-2a subnet-01f8724bb68578a99 10.0.3.024 S3-Public

e us-east-2b subnet-09d6c822020261325 10.0.4.024 S4-Public

Cancel | Next: Assign Security Groups:

Click Next: Assign Security Groups

Assign a security group:  ® Create a new security group

O select an existing security group

Security group name:  |LoadBalancer-Sec| |
Description: |quick-create-1 created on Wednesday, December 5, 2018 at 55545 F|
Type (i) Protocol (i) Port Range (i)
TCP
Add Rule

Click Next: Security Settings

Click Next: Configure Health Checks
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Step 4: Configure Health Check

Your load balancer will automatically perform health checks on your|

Ping Protocol HTTP
Ping Port

Ping Path findex.html

Advanced Details
Response Timeout (i) seconds
Interval (i) seconds

Unhealthy threshold (i

o | [
a| ™ |8
< < <

Healthy threshold ()

Specify your default web file in this example | am using /index.html

Click Next: Add EC2 Instances

Step 5: Add EC2 Instances

The table below lists all your running EC2 Insiances. Check the boxes in the Select column to add those instances to this load balancer.

VPC vpc-02c316e5f1be2208a (10.0.0.0/16) | MyVPC

@ Instance ~ | Name ~ | State = Security groups
@  i-0e831d986cac3faiE @ running WebServer-Loadbalancer
@  i-0e02d814b0ce06Gbd @ running WebServer-Loadbalancer

www.server-computer.com

Availability Zone Distribution
2 instances in us-east-2a
Enable Cross-Zone Load Balancing .

Enable Conneciion Draining (I seconds

@
=1
=1

Click Next: Add Tags

Click Review and Create

Click Create

[ ] Name - DNS name ~ State ~ VPCID = Availability Zones ~ Type ~ Created At

@  servercomputer server-computer-921437411. vpc-02c316e5f1be2208a us-east-2a, us-east-2b classic December 5, 2018 at 6:01:1_
Load balancer: || server-computer

Description Instances Health check Listeners. Monitoring Tags Migration

Connection Draining: Enabled, 300 seconds (Edit)
Edit Instances

Instance ID Name Availability Zone Status Actions

i-0e831d986cac3i5iB us-east-2a InSenice (i) Remaove from Load Balancer

Check instances status should be InService
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Load balancer: | server-computer

Description Instances Health check Listeners Monitoring Tags Migration
Basic Configuration

Name server-computer

* DNS name server-computer- us-east-2 elb.amazonaws.com (A
Record)

Load Balancer DNS Name copy it and paste in web browser now fresh twice you will see response is coming from
Serverl and Server2

L i L " e sy e T e S e L L =

Hello, Welcome to Serverl

Which concludes load balancer is working fine.

15. AWS CloudTrail — Enable Governance and Auditing

AWS CloudTrail is an AWS service that helps you enable governance, compliance, and operational and risk
auditing of your AWS account. Actions taken by a user, role, or an AWS services are recorded as events in
CloudTrail. Events include actions taken in the AWS Management Console, AWS Command Line Interface, and
AWS SDKs and APls.

CloudTrail is enabled on your AWS account when you create it. When activity occurs in your AWS account, that
activity is recorded in a CloudTrail event. You can easily view recent events in the CloudTrail console by going to
Event history.

Visibility into your AWS account activity is a key aspect of security and operational best practices. You can use
CloudTrail to view, search, download, archive, analyze, and respond to account activity across your AWS
infrastructure. You can identify whom or what took which action, what resources were acted upon, when the
event occurred, and other details to help you analyze and respond to activity in your AWS account.

15.1. How to Create CloudTrail
Login to AWS Console = Services 2 Management & Governance = CloudTrail

Click on Create Trail

Create Trail

Trail name* server-computer-trail

Apply trail to all regions O Yes @& No

Provide trail name as your wish in this case server-computer-trail
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Note: If you want to audit all regions by default select “Yes” radio, button otherwise select “No”

Management events

Management events provide insights into the management operations that are performed on

Read/Write events @ Al O Read-only O Write-only O None o

83 Lambda

You can record $3 object-level API activity (for example, GetObject and PutObject) for individual buckets, or for all current and future

buckets in your AWS account. Additional charges apply. Learmn more \aw.f\av.server—computer.cc:m

Showing 1 of 1 resources

Bucket name - Prefix - Read ~ Write
Select all 53 buckets in your account €y Read Write
arkit-test123 C\oudTraH\ v Read v Write [x]

Select S3 bucket where you want to store CloudTrail Logs. CloudTrail logs uses S3 bucket for storing audit logs.

If you did not have S3 bucket created, provide bucket name in storage location section by selecting “Yes” radio button, it
will create it for you. Select no if you have existing S3 bucket.

Storage location
Create a new S3 bucket (O Yes @ No
53 bucket® arkit-test123 AL
» Advanced
Click Create
Organization
Name a Region w 9 ~
trail
server-computer- US East No
trail (Ohio)

CloudTrail has been created successfully.

16. Athena Analytics

If you would like to create a table in hive using existing logs, you can create by clicking on Athena table creation.

CREATE EXTERNAL TABLE cloudtrail logs server-computer testl23 (
eventVersion STRING,
userIdentity STRUCT<
type: STRING,
principalId: STRING,
arn: STRING,
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accountId: STRING,
invokedBy: STRING,
accessKeyId: STRING,
userName: STRING,
sessionContext: STRUCT<
attributes: STRUCT<
mfaAuthenticated: STRING,
creationDate: STRING>,
sessionIssuer: STRUCT<
type: STRING,
principallId: STRING,
arn: STRING,
accountId: STRING,
userName: STRING>>>,
eventTime STRING,
eventSource STRING,
eventName STRING,
awsRegion STRING,
sourcelpAddress STRING,
userAgent STRING,
errorCode STRING,
errorMessage STRING,
requestParameters STRING,
responseElements STRING,
additionalEventData STRING,
requestId STRING,
eventId STRING,
resources ARRAY<STRUCT<
arn: STRING,
accountId: STRING,
type: STRING>>,
eventType STRING,
apiVersion STRING,
readOnly STRING,
recipientAccountId STRING,
serviceEventDetails STRING,
sharedEventID STRING,
vpcEndpointId STRING
)
COMMENT 'CloudTrail table for server-computer-testl23 bucket'
ROW FORMAT SERDE 'com.amazon.emr.hive.serde.CloudTrailSerde'
STORED AS INPUTFORMAT 'com.amazon.emr.cloudtrail.CloudTrailInputFormat'
OUTPUTFORMAT 'org.apache.hadoop.hive.gl.io.HiveIgnoreKeyTextOutputFormat'
LOCATION 's3://server-computer-testl123/AWSLogs/687993403879/CloudTrail/"
TBLPROPERTIES ('classification'='cloudtrail');
Create table and query using athena interface

Analytics 2> Athena

@ New query 1 | +

1 SELECT * FRCM "default"."cloudtrail logs server-computer_ testl23" limic 10;

You can see the data in tabular format
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DROP TABLE cloudtrail logs server-computer testl23;
Delete Athena table using above like query (replace table name).

Otherwise, for RAW log go to your S3 bucket and click on bucket name = AWSLogs = Account Number - You can see
all the CloudTrail logs over there.

Download the json.gz file and analyze the activities

17. Auto Scaling

Amazon EC2 Auto Scaling helps you ensure that you have the correct number of Amazon EC2 instances available to
handle the load for your application. You create collections of EC2 instances, called Auto Scaling groups. You can specify
the minimum number of instances in each Auto Scaling group, and Amazon EC2 Auto Scaling ensures that your group
never goes below this size. You can specify the maximum number of instances in each Auto Scaling group, and Amazon
EC2 Auto Scaling ensures that your group never goes above this size. If you specify the desired capacity, either when you
create the group or at any time thereafter, Amazon EC2 Auto Scaling ensures that your group has this many instances. If
you specify scaling policies, then Amazon EC2 Auto Scaling can launch or terminate instances as demand on your
application increases or decreases.

17.1.  Launch configuration
Login to AWS Console 2 EC2 = (Under Auto Scaling) Click on Launch Configurations

Create launch configuration

=>» Choose AMI (I select Ubuntu 18.04 LTS)
=> Choose Instance Type (t2.micro) Click Next: Configure Details

Create Launch Configuration
Name (i |MyFirstLaunchCoﬂﬂguration|
Purchasing option (i [JRequest Spot Instances
IAM role (j | None ~
Menitering  (j [JEnable Cloudwatch detailed monitoring
Learn more

>> Click Advanced Details

IP Address Type (| O Only assign a public IP address to instances launched in the default VPC and
subnet. (default)
® Assign a public IP address to every instance
O Do not assign a public IP address to any instances
Note: this option only affects instances launched into an Amazon VPC

Note: In case there is no default VPC available in selected zone (In my case | deleted default VPC).

Click Next: Add Storage

Click Next: Configure Security Group

Amazon Web Services Lab Practice Guide Prepared by www.server-computer.com - AWS Sysops Associate course ® 63

This document and the information it contains is for public use.


https://www.server-computer.com/
http://www.server-computer.com/

AWS — Amazon Web Services Lab Practice Guide https://www.setver-computer.com

Select existing Security group or create new security group, as you are wish, (Selecting existing would be good)
Click Review
Click Create Launch Configuration

Select the Key Pair or create key pair

Launch configuration creation status

V Successfully created launch configuration: MyFirstLaunchConfiguration

View creation log

Launch configuration created successfully. Click Close

17.2.  Auto Scaling Groups

Select Auto Scaling Groups = Create Auto Scaling Group = Select Launch Configuration

® Use an existing launch configuration

QFilter launch configurations... X
Name ~ AMIID
@ MyFirstLaunchConfiguration ami-0f65671a86f061fcd

Click Next Step

Group name | | ) |Server—Cumputer—Gruup

Launch Configuration (i) MyFirstLaunchConfiguration

Groupsize (i)  Startwith instances

Network (i) vpc-02¢316e5f1be2208a (10.0.0.0/16) | MyVPC ~| | C | create new VPG
Subnet (i) subnet-01f8724bb68578a99(10.0.3.0/24) | S3-Public |  x
us-east-2a

subnet-09d6c82e020a61325(10.0.4.0/24) | S4-Public | x
us-gast-2b

Create new subnet

Each instance in this Auto Scaling group will be assigned a public IP address. (i)

Load Balancing | ) Receive traffic from one or more load balancers Learn about Elastic Load Balancing
Classic Load Balancers (i)

Target Groups (i)

Health Check Type (i) OELB ®EC2
Health Check Grace Period (i) 300 seconds
Meonitering | . ) Amazon EC2 Detailed Monitoring metrics, which are provided at 1 minute frequency, are not enabled for

the launch configuration MyFirstLaunchConfiguration. Instances launched from it will use Basic Monitoring
metrics, provided at 5 minute frequency.
Learn more

Instance Protection (i)

Service-Linked Role (i) AWSSeniceRoleForAutaScaling C  view Role in 1AM

If you are auto-scaling group, want load balancer you can add ELB to auto scaling group
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Click Next: Configure Scaling Policies

O Keep this group at its initial size

® Use scaling policies to adjust the capacity of this group

If you do not want to create scaling policy, select first radio button otherwise select use scaling policies button

Below are the conditions you can use for auto scaling EC2 instances

CPU Utilization v

CPU Utilization

[ Disk Reads

J Disk Read Operations
Disk Writes

| Disk Write Operations
| Metwork In

Metwork Out

Create Alarm X

You can use Cloudwatch alarms to be notified automatically whenever metric data reaches a level you define.

To edit an alarm, first choose whom to notify and then define when the notification should be sent.

[0 send a notification to: No SNS topics found... CPU Utilization Percent

60

Whenever: [Average ] of [CPU Utilzation ~]
20
For at least: consecutive period(s) of
0
. 1212 1212 1212
Name of alarm: ‘EWSECZ’SENEr’CUmputEr’GWup’CPU’UtIhZEU‘ 0400 0600 0800

M Server-Computer-Group

Cancel Create Alarm

Created Auto increase group IF CPU Utilization is Greater than or equal to 60 for 5minutes add new EC2 instance to auto
scaling group

Create Alarm h

You can use CloudWatch alarms to be notified automatically whenever mefric data reaches a level you define.

To edit an alarm, first choose whom to notify and then define when the notification should be sent.

[0 send a notification to:  No SNS topics found... CPU Utilization Percent

20

Whenever: |Average ~] of [ CPU Utiization ~]
15
| 1
For at least: consecutive period(s) of °
0
' 1212 1212 1212
Name of alarm: ‘awsecszErver{nmputermeupr\gthPUfut‘ 0400 06:00 08:00

M Server-Computer-Group

Cancel Create Alarm

Create auto decrease group IF CPU Utilization is less than or equal to 20 for 5 minutes remove on EC2 instance from
scaling group
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Increase Group Size

Name: |I.ncrease Group Size

Execute policy when:  awsec2-Server-Computer-Group-CPU-Utilization Edit Remove
breaches the alarm threshold: CPUUtilization == 60 for 300 seconds
for the metric dimensions AutoScalingGroupName = Server-Computer-Group

Take the action:  [add  ~|[1  |[instances ~|when [0 | <= CPUUtilization < +infinity

Add step (i)
Instances need: seconds to warm up after each step

Create a simple scaling policy (i)

Decrease Group Size

Name: |Decrease Group Size

Execute policy when: awsec2-Server-Computer-Group-High-CPU-Utilization Edit Remove
breaches the alarm threshold: CPUUtilization <= 20 for 300 seconds
for the metric dimensions AutoScalingGroupName = Server-Computer-Group

Take the action:  |[Remove ~|[1  |[instances ~|when |20 | >= CPUUtilization > -infinity

Add step (i)

Click Next: Configure Notifications

If you want notifications when auto scale triggers create notification

Send a notification to: |AutoScale use existing topic
With these recipients:

Whenever instances: \aunch
terminate
fail to launch
fail to terminate

Add notification

Click Next: Configure Tags

Add tags for recognizing auto scale instances
Click review

Click Create Auto Scaling Group

V Successfully created Auto Scaling group

View creation log

Now go back to instances you would see EC2 instances launched by auto scaling group configuration.
In order to create a CPU load to test auto scaling use below scripts

while true; do true; done &
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dd if=/dev/zero of=/dev/null &

Execute above scripts multiple times in your EC2 instances, to create CPU Load is more than 60 percent for 5 minutes it
will automatically launch another EC2 instance.

Wait for 5 Minutes and see

To scale down identify the background running jobs and kill them

jobs

fg <Job Number>

CTRL + C

OR

ps —aux |grep dd |awk ‘{print $2}’ | xargs kill -9
ps —aux |grep bash |awk ‘{print $2}’ | xargs kill -9
OR

kill -9 <PID>

Wait for 5 minutes EC2 instances will be terminated automatically which are launched using auto scale option.

18. Few AWS Articles

Mount S3 Bucket in Linux using S3FS

Use S3 Bucket as Windows Local Drive

AWS Basic Interview Questions and Answers
AWS Certification course Content

List all AWS Instances from All Regions

20 20 7 7

19. AWS Services and abbreviations
S3 — Simple Storage

EC2 — Elastic Compute Cloud

e EBS - Elastic Block Storage

e EFS — Elastic File System

e ECS — Elastic Container Service
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e EKS —Elastic Container Service for Kubernetes
e RDS — Amazon Relational Database Service

e |AM — Identity, Access Management

e VPC—Virtual Private Cloud (isolated Network)
e ELB - Elastic Load Balancer

e EMR — Elastic MapReduce

e MSK - Managed Streaming for Kafka
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