REDHAT LINUX
CERTIFIED
PROFESSIONAL

Step by Step guide for redhat Linux Professional

This document will guide you to know about Redhat enterprise Linux and
its features. It will guide you to install and configure the Server.

Written by Ankam Ravi Kumar
4/29/2016




Redhat Enterprise Linux Certified Professional Version 1.0

ABOUT AUTHOR

MY NAME 1S ANKAM RAVI KUMAR HAVING MORE THAN 6YEARS OF SOLID INDUSTRY EXPERIENCE
IN INFRASTRUCTURE MANAGEMENT / CUSTOMER SUPPORT / OPERATIONS AND TRAINING
DOMAIN.

DEEP FUNCTIONAL AND MANAGEMENT KNOWLEDGE ACROSS THE FOLLOWING IT DOMAINS

e OPERATING SYSTEM MANAGEMENT SUCH HAS LINUX DIFFERENT FLAVORS, AIX,
SOLARIS AND WINDOWS

e KENTERPRISE SERVER MANAGEMENT

e INSTALLING AND CONFIGURING BLADE SERVERS

e CORE STORAGE MANAGEMENT (OVERLAND STORAGE, EMC, IBM AND NETAPP)

o DATABASE MANAGEMENT (MS SQL, POSTGRESQL AND MYSQL)

e PROCESS MANAGEMENT (ITIL)

o VIRTUALIZATION MANAGEMENT (VSPHERE, VMWARE, KVM, HYPER-V AND XEN)

e BACKUP AND RECOVERY MANAGEMENT (NET VAULT, COMMVAULT AND SYMANTEC
BACKUP EXEC)

e APPLICATION SERVER MANAGEMENT AND STORAGE CLUSTER MANAGEMENT

e DATA CENTER MANAGEMENT AND HOSTING SOLUTIONS

e SERVER MANAGEMENT

e PROGRAMMING LANGUAGES SUCH AS PHP AND HTML

e SCRIPTING LANGUAGES SHELL, PERL AND PYTHON

o ASSET MANAGEMENT AND PROCUREMENT. DESIGNED, PLANNED AND IMPLEMENTED THE
DATA CENTER, SERVER MONITORING AND SAN ENVIRONMENTS.

I AM SPECIALIZED IN MANAGING AND BUILDING THE TEAMS FOR IT SERVICES DELIVERY AND
SERVICE SUPPORT, TRAINING AND OPERATIONS IN BOTH SMALLER AND LARGER COMPANIES.
RICH EXPERIENCE AND STRONG EXPOSURE IN IT INFRASTRUCTURE & DATA CENTER
MANAGEMENT.

IMPLEMENTATION OF MONITORING SOLUTIONS FOR SMALL. MEDIUM AND ENTERPRISE
COMPANIES, USING TOOLS NAGIOS, NAGIOSXI, CACTI, SOLARWINDS AND OP MANAGER.

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 10



http://arkit.co.in/
mailto:aravikumar48@gmail.com

Redhat Enterprise Linux Certified Professional Version 1.0

CONTACT ME ON SOCIAL NETWORKING SITES

LINKEDIN PROFILE

FACEBOOK PROFILE

TWITTER ACCOUNT

MAIL. ME: ARAVIKUMAR48@GMAIL.COM

KEEP IN TOUCH FOR FURTHER QUESTIONS AND CLARIFICATIONS.

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 2



http://arkit.co.in/
mailto:aravikumar48@gmail.com
https://in.linkedin.com/in/ravi-kumar-94530121
https://www.facebook.com/aravikumar489
https://twitter.com/aravikumar48
mailto:aravikumar48@gmail.com
https://www.facebook.com/aravikumar489

Redhat Enterprise Linux Certified Professional Version 1.0

INDEX
1. INTRODUCTION. ...euuue e eaeeeeeentetneanseaseaseenssassenseassanseaseasssnsenseesseeneensensens 4-4
2. WINDOWS VIS LINUX....euueueiteae et easeaneeiteeaseaeeaseaseenseassanseasesnseeseensennens 5-5
3. LINUX ARCHITECTURE......euueistanetaeeaseaseeaseassesseaseenseaseesssnseessessemnsennenns 6-6
4. BASIC AND COMMON COMMANDS . ...euuuttieteeeteetseeaeeeanseaareeansteeseeerseeeseenns 7-13
5. OS INSTALLATION.....uueniueteneeaseeeneeeasseesseeesseeseeesseesseeesseesseeeseesseeenenns 14-34
6. BOOTING PROCESS....uuutiitttittitteeteettteetseeeaseeesseeaseeesseeaseeasseeeseeesseennens 35-36
7. BASH FEATURES. ..ottt ttteateeetsteasseanseetssessseeseeseeesseensseesseennens 37-40
8. LINUX DIRECTORY STRUCTURE......uuuutieeaetaeeeseaseenseiseatseaseeseenseessensennnns 41-41
9. TEXT EDITORS......euuueineeieeateae e easeeeetteeaseaseeseaseesseseaseaseasesnseesenneenns 42-44
10.USER ADMINISTRATION.....ueuueeeeeeeateeneeasaenseaneatseaseasesassassessennsenseeneenees 45-47
11.PROFILE MANAGEMENT ....cuuuetttteaetteteeeansteaseeassseaseeasstansestsssessesesssensens 48-50
12. STRING RELATED COMMANDS ....uueeetttieeeaseeeaeeeasseeseeseeeseeessseerseesnseenens 51-54
IS FTLE LINKS. ... ettt iitii ettt eeeeateeeasseaasetesseesseseanseesssessseensseenneensns 55-55
14. PROCESS MANAGEMENT .....uuueetueteeeeeaneeetseeinseesssersseensseseeessseeseesseeenens 56-57
15.SEARCH RELATED COMMANDS ....cuuuttietteieeeaeeeneeaseeeseeanseeaseeersseesseenaens 58-58
16. TASK AUTOMATION AND TASK SCHEDULING .....ccuuiiuuiiieiiieeiiieeeinnenineennnenns 59-60
I7. FILE SYSTEM....uuueineeieeaeeateeaneeenseeanetesseeenseesseeesssesseessssesnseseseenseenns 61-70
18. LOGICAL VOLUME MANAGER.......iuiuetitieiteeaieeeeeeseeaseeaseeesesarseeenseennens 71-77
19. RAID REDUNDANT ARRAY OF INDEPENDENT DISK....cuiuiuutiiiieeeiieieneeennneeennns 78-86
20. REDHAT PACKAGE MANAGER. .....cuuiiiteieeaeeaeeeeeeareteiseeisseenseeenseanneennns 87-91
21 . INETWORKING ... .ceuueteiiteeaeeateeeaseeaseeassetasetasseesseeasseassesasnseessseesseensseennens 92-96
22.KICK START INSTALLATION AND CONFIGURATION......uuueueiirnieeneennennnnennn. 97-100
23. QUOTA MANAGEMENT ...ttt eaneeaneeanneeensseseeenseesneeenssesseeensseemnsenns 101-103
24. REMOTE MANAGEMENT ......uueiurtteiteeeteeetseeaseetssenseeansseseeessseesseensesennns 104-107
25. NETWORK FILE SYSTEM (INF'S) .o e e eiteeieeeeeneereenaeneeas 108-110

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 30



http://arkit.co.in/
mailto:aravikumar48@gmail.com

Redhat Enterprise Linux Certified Professional Version 1.0

Document No. : | RHEL Professional Guide
. Author : | Ankam Ravi Kumar
ARK IT 1. Introduction
FRFRER BB Web site : | http://arkit.co.in
Page No. 3

UNIX is the first Operating system in the world, developed by Kem Thompson and Dennis Ritchie in 1969
at Bell Lab by AT&T Company

IBM : AIX
SGI : IRIX
Sun : Solaris

Free software foundation organization, they start a project by name GNU. The main aim of this
project is to develop such an operating system that can run on any platform.

In 1991, a student Linuz Torvalds developed a kernel named Linux’s kernel plus GNU application called
Linux operating system.

Linux is an open source technology.
Different companies that provide Linux in Market are Redhat, SuSe, Scientific, Centos, and Knoppix etc.
Features:

Linux is the fastest Operating system in the world. It runs 2 to 3 times fast than windows OS.

Linux is the much secured OS because there is no any problem of virus.

Linux file format is text format and windows file format is binary format.

Linux is very reliable OS because kernel of Linux is very stable as compare to windows kernel not
crashed easily.

Kernel of Linux is very small in size it can be stored in floppy.

Linux uses the x-Window system which is advanced network windowing system. Using this system
we can display output of any workstation monitor attached in the network.

Advantages:

YV VYV

YV VvV

Virus Proof
Crash Proof
Economical
Multiuser, Multi-Tasking and Multi processing capacity

VVVYVY

Login Modes:
Two modes: 1.Text mode (CLI) 2.Graphical Mode (GUI)

Login to Text mode we have use (Ctrl+Alt+F1.....F6, F8....F12) (Ctrl+Alt+F7) for Graphical Mode
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2. Windows Vs Linux

Document No. RHEL Professional Guide
Author Ankam Ravi Kumar

Web site http://arkit.co.in/

Page No. 1|4

> It is a proprietary software everything need > It is an open source software everything is
to buy free

> Less Secure » More Secure

> More costly » Less Cost compare to windows

» Chance to get a carpal tunnel syndrome » There is no chance to get carpal tunnel
syndrome

> Developed by Microsoft corporation » Developed by Linus Torvalds

> Options need to select » You can develop anything as per your
requirement

> Kernel is not editable > Kernel is editable
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Linux Architecture:

User Interface

Hardware

Kernel: It is a program. Kernel is a Core component of operating system, interacts
directly with hardware and provides low level services to upper layer components.

Shell: An interface to kernel, hiding complexity of kernel’s functions from users. Takes
commands from user and executes kernel’s functions.

User Interface: In information technology, the user interface (UI) is everything designed
into an information device with which a human being may interact. Two types CLI
(Command line interface) and GUI (Graphical User Interface).

System Library - System libraries are special functions or programs using which

application programs or system utilities accesses Kernel's features. These libraries
implements most of the functionalities of the operating system and do not requires kernel
module's code access rights.

System Utility - System Utility programs are responsible to do specialized, individual

level tasks.
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Before you turn over to the next chapter where you are going to meet a plethora of
commands, remember a few things that apply to all UNIX commands.

» All UNIX commands must always be entered in small case letters

» Between the command name and the options that may be available with the
command there must always be a space or a tab, for example, 1s —1. Here is the
command whereas —1 is the option and the two have been separated by space. The
option is usually preceded by a minus (-) sign. The option available with a command
are often known as swithes.

» Two or more options available with command can usually be combined, for example,
the command ls -1 —a is same as ls —la.

» If you make a typing mistake, press backspace to erase characters Don’t try back
using arrow keys and then attempt deleting using the del key.

» To cancel the entire command before you press Enter, press ctrl+c Or del key.

Basic Commands:

$ date #To see the date of the system.

$ date +%d-%Y-%H-%M #To see particular date format you always use date options

[ravi@ARK-IT-Solutions

Tue Jan 6 11:17:39
$ cal #To see the current month calendar.

$cal 11 2014 #To display the calendar, Month November (11) and year 2014

January
Su Mo Tu We

[dp)
1

3
0
7

1
1

i

L B
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$ clear #To clear the screen

$1s -1 #List files, directories with their properties
$1s #To list files and directories

$1s—a #To list all hidden files and directories

$1s —d #To list only directories

Solutions

Solutions ~]S5 w
2015-01-06 09:58 (192.16e8.234.1)

$ who #To see all who 1s logged in yet this point of time from which IP
$w #More details about user related info

[ravi@ARK-IT-Solutions
ravi O 015-01 o 11:4: 92.168.234.1)
€ 168.234.1)

$ uptime  #To see the server uptime, boot time, users and load.

#1 SMP Fri Jan

$ touch <File Name> #Create an empty file / Multiple empty files yet a time

Options:
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$ touch —am #1t will change a file time to current time
$ touch —r filel —B 30 file2 #it will create two files with 30 seconds time difference
$ cat /dev/null > file #To empty the data file

$ cat > <File Name> #Create an single file with text

uch ravi kumar

$ rm —rf <File / Directory Name> #Delete files and directories forcefully

$rmdir <directory> #Delete directories only

—1T—
—I1T- i > rm —-rf ravi kumar
1s

$ mkdir <Directory Name> #Create an empty directory / directories
$ mkdir —p <directory/directory/directory> #to create parent directories

mkdir test

$ cd <Path of the directory> #Change directory

$ cat <File Name> #View content of file

K-IT-Soclutions

this book intention

$ time #Calculate response time of the activity / command
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touch ravi

$ cp <Source path> <Destination path> #Copy the files from one path to another path

$cp —Rv <source> <destination> #copy directories from source to destination
Options:

-R, -r, #copy directories recursively

-V #verbose to see progress of copy job

-p #preserve

-f #forcefully

-1 #interactive: Ask before overwriting file

$ mv <source> <destination> #Move files/directories

$ mv <old name> <new name> #Rename the file and directory
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Moved the Directory

o
il

[ T - |
s B8 B B

$ reboot / init 6 #Restart server
$poweroff / init O #To shut down the server
$ dmesg #Check boot process logs

14 .build

$ nsloookup <Server Address> #check dns resolution

$ dig <server address> #check dns resolution to debug

$ tree <directory> #it will show the tree of parent directory
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$ stat <file name> #detailed information about file

regular file

0/ root)

$ we #word count, character count and line count
Options:

-1 #Check line count

-C #Character Count

-w #Word Count

Help relate commands:

$ whatis <Command Name> #It will display single line description about command

cal (1) - displays
(lp) - print

[root@ARK-IT-Solutions ~]# whatis

$ whereis <Command Name> #It will provide you path of the command
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[root@ARK Solutio ~1# wh i al

an/manl/cal.l.gz /usr/share/man/manlp/cal.lp.gz

$ man <command> #manual page of the command
$ info <command> #information about the command
$ <command> --help #1t will gives a command options and there usage

$ apropos <keyword>  #to know about the command use

hich

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 13



http://arkit.co.in/
mailto:aravikumar48@gmail.com

Redhat Enterprise Linux Certified Professional Version 1.0

Document No. : | RHEL Professional Guide
. Author : | Ankam Ravi Kumar
ARK IT 5. OS Installation : , :
revere ¥ 8 Web site : | http://ark-library.blogspot.in/
Page No. | 13

Installation methods of Linux operating system as follows

Boot from CD/DVD

RED HAT
ENTERPRISE LINUX 5

— To install or wpgrade in graphical mode, press the <ENTER> key.
- To install or upgrade in text mode, type: linux text <ENTER>:.

— Use the function keys listed below for more informationm.

boot: _

After booting from RHEL bootable CD/DVD, We will get above screen

» If you want to install OS using GUI then hit ENTER key
» If you want to install OS using TEXT mode (CLI) then type linux test hit ENTER key

Currently we are installing Operating system using GUI mode.

Welcome to Red Hat Enterprise Linux 3erver

| CD Found |

To begin testing the CD media before
installation press 0OK.

Choose 3Skip to skip the media test
and start the installation.

= E

{Tab>~<Alt-Tab> between elements i <{Space> selects | <F12> next screen
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If you want to verify you installation media (OS CD/DVD) press OK (It will take long time to verify). Press SKIP
to jump next screen.

RED HAT
ENTERPRISE LINUX 5

RED HAT
ENTERPRISE LINUX 5

| Dgelease Notes |

Click NEXT

RED HAT
ENTERPRISE LINUX 5

What language would you like to use during the
installation process?

Chinese(Simplified) (@HFFHH30)
Chinese(Traditional) (&)

D]

Croatian (Hrvatski)
Czech (Cedtina)
Danish (Dansk)
Dutch (Nederlands)
Estonian (eesti keel)
Finnish (suomi)
French (Frangais)
German (Deutsch)
Greek (EAANULKG)

Gujarati (3%}

emeec | [Ee

al

Select the Language then click NEXT
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Select the appropriate keyboard for the system.

Slowvenian =

Spanish
Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tamil (Inscript)

Tamil (Typewriter)
Turkish

lv.s.econer . |§
U.S. International

Ukrainian

United Kingdom E

S| [EE]

Select Keyboard Language then click NEXT

Installation Number

To install the full set of supported packages included in
your subscription, please enter your Installation Number

) Installation Number: [ ]

@ Skip entering Installation Number:

[x;anceq” Pok l

If you have License key enter or else select SKIP click on OK

e ]

If you]:re unable to locate the Installation Number, consult
http:/fwww.redhat.com/apps/support/in.htmil.

IT you skip:

* You may not get access to the full set of packages
included in your subscription.

* It may result in an unsupported/uncertified installation of
Red Hat Enterprise Linux.

* You will not get software and security updates for
packages not included in your subscription.

Back

It will give you a WARNNING since you don’t have a key click on SKIP
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L weme

The partition table on device sda was unreadable. To create
new partitions it must be initialized, causing the loss of ALL
DATA on this drive.

This operation will override any previous installation choices
about which drives to ignore.

Would you like to initialize this drive, erasing ALL DATA?Y

Click on YES to continue

RED HAT

ENTERPRISE LINUX 5

Installation requires partitioning of your hard drive.
By default, a partitioning layout is chosen which is
reasonable for most users. You can either choose

Fo e bhic ar cranbo oo sl

Remove all partitions on selected drives and create default layout.
Remove linux partitions on selected drives and create default layout.
Use free space on selected drives and create default layout.

Create custom layout.

[ + Advanced storage configuration

[[] Review and modify partitioning layout

[ ) Release Notes & Back ] [ & Next ]

Options:

Remove all partitions on selected drives and create default layout this options will delete all the drive
partitions and install OS

Remove all Linux Partitions this option will only remove Linux partitions and creates default layout, install

oS
Use free space this option will install on free space of the drive creates default layout

Create Custom layout this option will not create any layout you have to create as per your requirement
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This option will give more customization you to create your own layout (Selected Customize Layout)
RED HAT
ENTERPRISE LINUX 5

Drive /dev/sda (20473 MB) (Model: VMware, VMware Virtual S)

Free
20480 MB

New ] [ Edit ] [ Delete ] [ Reset ] [ RAID l [ LvM
Mount Point/ Size
Device RAIDAGIUME Type Format (MB) Start End

= Hard Drives
= Jjdew/sda

Free Free space 20480 1 2611

[] Hide RAID device/LVM Volume Group members

[em=) [EEx]

Now you can able to see HDD space to create partitions follow click on NEW

Add Partition [+

Mount Point: [!boot |

File System Type: [ ext3

ik

Allowable Drives:

Size (MB): 100 |i]

-

Additional Size Options
(@ Fixed size

O Fill all space up to (MB): Bl

() Fill to maximum allowable size

[ ] Force to be a primary partition

lxganceIH P ok ]

After clicking on NEW you will see above popup

First create /boot because it needs normal partition to store MBR (master boot record). 100MB is enough for /boot
partition.

Mount point /boot
File system Type: ext3 OR ext4

Select fixed size Click OK
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ENTERPRISE LINUX 5

Drive /dev/sda (20473 MB) (| del: VMware, VMware Virtual S)

Free
20371 MB

New | [ Edit ] [ Delete ] [ Reset ] [ RAID ] [ LM
Device m:[‘;}tzlol::nt; Type Farmat f"\"z:] start| End
= Hard Drives
= Jdew/sda
Jdev/sdal  /boot ext3 « 102 1 13
Free Free space 20371 14 2610

[] Hide RAID device/L\VM Volume Group members

(o] [ ]

See above screen /boot partition is created.

Note: Always remember to create LVM partitions OR RAID partitions is recommended, because later on if you
want extend the ROOT file system is possible and easy.

To create LVM partition click on NEW you can able to see popup as below

Add Partition

Mount Point: |

L13

File System Type: l physical volume (LVM)

Allowable Drives:

-

Size (MB): 100 |:]

Additional 5ize Options
) Fixed size

O Fill all space up to (MB): |—|

@ EFIII to maximum allowable 5Ize§

[[] Force to be a primary partition

lxganceIH Dok l

For creating a LVM partition we have to create Physical Volume select file system type as physical volume

(LVM)

Select Fill to maximum allowable size then click on OK
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ENTERPRISE LINUX 5

Drive /dev/sda (20473 MB) (Model: VMware, VMware Virtual 5)
Hsdaz |

20371 MB
Mew l [ Edit l [ Delete ] [ Reset l [ RAID l | LM
Mount Point/ Size
Device RAID/Volurme Type Format (MB) Start End
~ Hard Drives
~ [dewv/sda
fdew/sdal /boot ext3 o 102 1 13
fdew/sdaz2 VM PYW 20371 14 2610

[[] Hide RAID device/LVM Volume Group members

EraliaTy

See above screen LVM PV is created now select PV and click on LVM popup will open as below screen

Make LWVM Volume Group

Volume Group Mame: [VGO:L ]
Physical Extent: [ 32 MB = ]
sdaz 20352.00 MB

Physical Volumes to Use:

Used Space: 0.00 MB ([ 0.0 %)
Free Space: 20352.00 MB (100.0 %)
Total Space: 20352.00 MB

Logical Volumes

Logical Yolume Name Mount Point S5ize (MB)

X cancel l [ <P ok ]

Change the Volume group name as required. Example: VGO01

Click on ADD
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Make Logical Volume

Mount Point: [I . l
File System Type: | ext3 = |
Logical Volume Name: [RDDT l
Size (MB): 15000 |

(Max size is 20352 MB)

| & Cancel || @QK |

As above screen select Mount point as “/” slash, provide Logical volume name “ROOT” for easy identification,
provide the size as per your requirement (Minimum 10GB). Click on OK

Again click on ADD

Make Logical Volume

Mount Point: | <Not Applicable: v |
File System Type: | swap = |
Logical Volume Name: [SWAF{ ]
Size (MB): 5376 ]

(Max size is 5376 ME)

| & Cancel || @QK |

Select File system type as SWAP, provide logical volume name as “SWAP” for easy identification. Provide the
swap size is always (RAM SIZE * 2) in my case 2GB RAM. Click on OK

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 21©



http://arkit.co.in/
mailto:aravikumar48@gmail.com

Redhat Enterprise Linux Certified Professional Version 1.0

RED HAT

ENTERPRISE LINUX 5

Drive /dev/sda (20473 MB) (Model: VMware, VMware Virtual S)
sda2
20371 MB

MNewvw ] [ Edit ] [ Delete ] [ Reset ] [ RAID ] [ LWvVmM
Mount Point/ Size
D il T F: t Start, End
evics RAIDAolume | YPS ermsa (MB) = n
FWVIGUL L

=~ Hard Drives

= J/dewvw/sda
fdew/sdal /boot ext3 " 102 1 13
fdew/sda2 WGO1 VM PYW Ed 20371 14 2610

[[] Hide RAID device/LWM Volume Group members

Dﬂelease MNotes <A Back l [ B Mext

As you created above all the partitions are created. Click NEXT
Minimum Recommended Partitions

Slash 7

/boot

SWAP

RED HAT

ENTERPRISE LINUX 5

(3 The GRUB boot loader will be installed on /dev/sda.

() No boot loader will be installed.

You can configure the boot loader to boot other operating systems. It will allow you to select an operating system
to boot from the list. To add additional operating systems, which are not automatically detected, click 'Add.' To
change the operating system booted by default, select 'Default’ by the desired operating system.

Default | Label Device

Red Hat Enterprise Linux Server /dev/VG0O1/ROOT

Delete

A boot loader password prevents users from changing options passed to the kernel. For greater system security, it
is recommended that you set a password.

[] Use a boot loader password

[] Configure advanced boot loader options

“oi ] [@a)

Select label and click NEXT (if you want to change label you can change it using edit option)
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Network Devices
i Active on Boot Device IPv4/Netmask IPv6/Prefix
etho DHCP DHCP

Hostname

Set the hostname:

O automatically via DHCP

@ manually [ARK—IT—SoIutions.localdomaln (e.g.. host.domain.com)

Miscellaneous Settings

[ Dﬂelease Notes l

’ <& Back ] l & Next

Here provide your system name (Example: ARK-IT-Solutions.localdomain)

Click on EDIT

Edit Interface eth0

Configure eth0 - Advanced Micro Devices [AMD] 79c970 [PCnet32 LANCE]
Hardware address: 00:0C:29:07:8D:6B

[] Use dynamic IP configuration (DHCP)
Enable IPv4 support
[] Enable IPv6 support

Activate on boot

Address Prefix (Netmask)

| 1 [255.255.255.0) |

IPv4: [192.168.234.123

[ ¥ cancel l [ P ok ]

If you are using DHCP in your network select Use dynamic IP configuration

If not using DHCP enable IP4 and provide IP address and Netmask Click on OK

Version 1.0
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Network Devices

Active on Boot Device IPv4/Netmask IPv6/Prefix
. - etrO = S SV

Edit

Hostname

Set the hostname:

@ manually ‘ARK—IT—SOIutions.localdomaln | (e.g.. host.domain.com)

Miscellaneous Settings

LS
Gateway: |192.168.234.1 |

Primary DNS: [4.4.4.4 |

Secondary DNs:[8.8.8.8] ]

| Dgelease Notes| ‘ <& Back ] | = Next |

Provide the gateway IP and DNS IP and Click on NEXT

RED HAT

ENTERPRISE LINUX 5

Please select the nearest city in your timezone:

Asia/Calcutta

L1

System clock uses UTC

‘Dgelease Notes‘ ‘ 4 Back ] [ & Next |

Select the time zone and click on NEXT

Version 1.0
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The root account is used for administering the
system. Enter a password for the root user.

Version 1.0

Root Password:

Confirm:

‘ [ Release Notes < Back & Next

Provide your password and confirmation password then click on NEXT

RED HAT

ENTERPRISE LINUX 5

The default installation of Red Hat Enterprise Linux Server includes a set of software

applicable for general internet usage. What additional tasks would you like your system to
include support for?

[
| Software Development

|
Web server

You can further customize the software selection now, or after install via the software
management application.

() Customize later @

[} Release Notes

[ 4 Back ] ‘ $uext]

Select to install the required software’s while installing the operating system, select software development and
web server and select Customize now.

Then click on NEXT
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Desktop Environments é’ GNOME Desktop Environment

Applications @K = KDE (K Desktop Environment)
Development

Servers
Base System
Languages

KDE is a powerful, graphical user interface which includes a panel, desktop, system icons,
and a graphical file manager.

6 of 7 optional packages selected

DBeleaseNotes [ <A Back ] l & Next ]

Select the required packages from all the fields click on optional packages and check all (as showed in below

screen)

Packages In KDE (K Desktop Environment)

Some packages associated with this group are not
required to be installed but may provide additional
functionality. Please choose the packages which
you would like to have installed.

desktop-printing - 0.19-20.el5.1386 - Desktop print icon

El

Im-chooser - 0.3.3-6.el5.1386 - Desktop Input Method configuration tool

El

kdeaccessibility - 1:3.5.4-1.fc6.1386 - K Desktop Environment - Accessibility

kdeadmin - 7:3.5.4-2.fc6.1386 - Administrative tpols for KDE.

kdeartwork - 3.5.4-1.fc6.1386 - Additional artwork (themes, sound themes, ...}
kdenetwork - 7:3.5.4-4.fc6.1386 - K Desktop Environment - Network Applicati
kdeutlls - 6:3.5.4-5.7c6.1386 - K Desktop Environment - Utilities

11l [ [v]

Selected all the optional packages as well click on CLOSE
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Desktop Environments E GNOME Desktop Environment
Applications KDE (K Desktop Environment)
Development

Servers

Base System
Languages

/GNOME is a powerful, graphical user interface which includes a panel, desktop. system
;icons. and a graphical file manager. *

31 of 36 optional packages selected

| optional packages ]

I DBelease Notes] I <& Back ] { = Next J

then click on NEXT

Checking dependencies in packages
selected for installation...

After next dependencies will be resolved and ready for installation

RED HAT

ENTERPRISE LINUX S5

Click next to begin
instaliation of Red Hat
Enterprise Linux Server.

A complete log of the
installation can be found in
the file "froot/install.log"
after rebooting your Bystem.

A Kickstart file containing
the installation options
selected can be found in the
file "Jfroot/anaconda-ks.cfg'
after rebooting the system.

[ [ Release Notes ] <4 Back ] |§ = Next !

Click NEXT to install Operating system
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| ‘ redhat

Installation is in process

Installing make-3.81-1.1.i386 (1020 KB) Remaining time: 15 minutes
A GNU tool which simplifies the build process for users.

Installation is in process (it will take few minutes depends on selected packages)

RED HAT

ENTERPRISE LINUX 5

Congratulations. the installation is complete.
Remove any media used during the installation process and press the
2 "Reboot" button to reboot your system.
=
SO
&S
| Dﬁelease Notes | | ﬂReboog ]

After completion creating partitions and installing packages it will ask you to reboot the server. Click on Reboot
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ity Welcome

Agreement

Firewall There are a few more steps to take before your system is ready to use. The
SELInux Setup Agent will now guide you through some basic configuration. Please
click the "Forward" button in the lower right corner to continue

Kdump

Date and Time

Set Up Software
uUpdates

Create User
Sound Card
Additional CDs

After reboot it will ask you to complete next options click on FORWARD

Welcome

License Agreement

Agreement

Firewall END USER LICENSE AGREEMENT
SELInux RED HAT® ENTERPRISE LINUX® AND RED HAT APPLICATIONS

Kdump
Date and Time This end user license agreement (“EULA”) governs the use of any of the versions
of Red Hat Enterprise Linux, any Red Hat Applications (as set forth at

www . redhat.com/licenses/products), and any related updates, source code,
appearance, structure and organization (the “Programs”), regardless of the
Create User delivery mechanism.

Sound Card

Additional CDs

Set Up Software
Updates

1. License Grant. Subject to the following terms, Red Hat, Inc. (“"Red Hat™)
grants to you ("User”) a perpetual, worldwide license to the Programs
pursuant to the GNU General Public License v.2. The Programs are either a
modular operating system or an application consisting of hundreds of
software components. With the exception of certain image files identified
in Section 2 below, the license agreement for each software component is
located in the software component's source code and permits User to run,
copy, modify, and redistribute (subject to certain obligations in some
cases) the software component, in both source code and binary code forms.
This EULA pertains solely to the Programs and does not limit User's rights
under, or grant User rights that supersede, the license terms of any
particular component.

(4]

@ Yes, | agree to the License Agreement

() No., | do not agree

4@ Back l I & Forward l

Select Yes I agree to the license agreement and click FORWARD
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Welcome Bl = -

== Firewall

Agreament

Firewall You can use a firewall to allow access to specific serwvices on your computer
from other computers and prevent unauthorized access from the outside
world. VWhich services, if any. do you wish to allow access to?

SELinux

Kdump

Date and Time Firewall: | Enabled

Set Up Software Disabled
Updates v

Create User Mail (SMTP)

O
Sound Card [0 NFs4
Trusted services:
Additional CDs S5SH
O samba
[ secure WWW (HTTPS)

[> Other ports

%@ Back ] [ & Forward

Firewall enabled and disabled
If you enable the firewall you have to allow the services and ports as you required

If you want to enable security click on Enable or else disable and click FORWARD

Welcome [ECIR = -

= SELINuUX

Agreement

Firewall Security Enhanced Linux (SELinux) provides finer-grained security controls
than those awvailable in a traditional Linux systerm. It can be setup in a
disabled state. a state which only warns about things which would be denied,
Kdump or a fully active state. Most people should keep the default setting.

Date and Time

Set Up Software SELinux Setting: | Enforcing

Updates

SELinux

Permissive
Create User y

Disabled
Sound Card

Additional CDs

4@ Back l [ & Forward

Disable the SELinux if you don’t know the usage. Click on FORWARD
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Changing this SELinux setting requires rebooting the

@ system so the entire file system may be relabeled.
Relabeling takes a long time depending on the file
systerm. Would you like to continue with this setting and
reboot the system after firstboot is complete?

Click on YES

Welcome g

Z5 Kdump

Agreement

Firewall Kdump is a kernel crash dumping mechanism. In the event of a system
crash. kdump will capture infermation from your system that can be
invaluable in determining the cause of the crash. Note that kdump does
Kdump require reserving a portion of system memory that will be unawvailable for
Date and Time other uses

SELinux

Set Up Software
Updates

[ [Enable kaump?

Create User
Sound Card
Additional CDs

<@ Back l l & Forward

Click on FORWARD

Welcome ? -

¢ Date and Time

Agreement

Firewall Please set the date and time for the system

R Date & I\mef‘ Network Time Protocol 1

Kdump i

Date Time:
Date and Time N ) N « 2015 »
anua

Set Up Software 4 Current Time : 23:17:24

Updates sSun Mon Tue Wed Thu Fri Sat Ve :

Create User 1 2 3

Sound card a s 6 8 s 10 minute - (14 [3]

Additional CDs 1 12 13 14 15 16 17 second: [s  [Z

l 4@ Back l [ibgurwam

Select date and time then click on FORWARD
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Welcome

License
Agreement

Firewall
SELIinux

Kdump

Date and Time

Set Up Software
Updates

Create User

Redhat Enterprise Linux Certified Professional

O set Up Software Updates

This assistant will guide you through connecting your system
to Red Hat Network (RHM) for software updates, such as:

= Your Red Hat Network or Red Hat Network Satellite login
= A name for your system's Red Hat Network profile
* The address to your Red Hat Network Satellite (optional)

If you do not have a Red Hat Login, this

Version 1.0

Sound Card assistant will allow you to create one.
Additional CDs

Why Should | Connect to RHMN7T .

Would you like to register your system at this
time? (Strongly recommended.)

) Xes, I'd like to register now

@ iNo, | prefer to register at a later tirne.é

[ 4@ Back l [égorwarul

If you have redhat subscription then registers with site OR else not prefer click on FORWARD

Are you sure you don't want to connect your system
to Red Hat Network? Youw'll miss out on the benefits of
a2 Red Hat Enterprise Linux subscription:

Security & Updates:

Receive the latest software updates, including
% security updates, keeping this Red Hat Enterprise
Linux system updated and secure.
Downloads & Upgrades:
Download installation images for Red Hat
Enterprise Linux releases, including new releases.
Support:
Access to the technical support experts at Red Hat
or Red Hat's partners for help with any issues you
might encounter with this system.
Compliance:

agreeament and manage subscriptions for systems

i Stay in compliance with your subscription
connected to your account at http://rhn.redhat.comy/.

You will not be able to take advantage of these subscriptions
privileges without connecting your system to Red Hat Network.

[ Take me back to the setup process. ] [ No thanks, I'll connect later.

Click on No thanks
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Welcome

License
Agreement

Firewall
SELinux
Kdump

Date and Time

Set Up Software
Updates

Create User
Sound Card
Additional CDs

‘9 Finish Updates Setup

o Your system is not setup for software updates.

You won't be able to receive software updates, including
security updates, for this system

To keep your system updated, secure, and supported, please
connect this system to RHN at your earliest convenience. You
may access this software updates setup tool at any time by
running Software Updater in the Applications > System Tools
menu.

43 Back ] | & Eorward |

Click FORWARD

Welcome

License
Agreement

Firewall
SELinux
Kdump

Date and Time

Set Up Software
Updates

Create User
Sound Card
Additional CDs

Create User

It is recommended that you create a 'username’ for regular (non-
administrative) use of your system. To create a system 'username,’ please
provide the information requested below

Username: admin

Full Nameg administrator

Bassword

Confirm Password:

If you need to use network authentication, such as Kerberos or NIS, please

click the Use Network Login button
Use Network Login

[ 43 Back l [u}gurwardl

Provide additional username to create and provide password click on FORWARD

Version 1.0
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Welcome @,.

@ Sound Card
Agreement

Firewall An audio device has been detected in your computer.

SELInux Click the "Play” button to hear a sample sound. You should hear a series of
Kdump three sounds. The first sound will be in the right channel, the second seund

will be in the left channel, and the third sound will be in the center
Date and Time

Set Up Software The following audio device was detected

Updates

Create User Selected card
Vendor: Ensonig
Model:  ES1371 [AudioPCI-97]

Module: snd-ens1371

* Sound Card
Additional CDs

Sound test

@ --- Stopped --- [] Repeat

Volume settings

Q

Device settings

PCM device | ES1371 DAC2/ADC 3

(<)

Test your sound then click on FORWARD

Welcome

Additional CDs

Agreement

Firewall Please insert any additional software install cds at this time.
SELinux

Kdump

=3
Date and Time Additional CDs

Set Up Software
Updates

Create User
Sound Card
* Additional CDs

4 Back [ Finish

Click on Finish

@ The system must now reboot for some of your

selections to take effect.

It will ask you to reboot click OK

Your server installation is successfully completed now you can use it.
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6. Booting Process

Document No.

RHEL Professional Guide

Author Ankam Ravi Kumar
Web site http://ark-library.blogspot.in/
Page No. 34

. POST

J
. BIOS |
MBR }\ Stagel
GRUB Stagel.5
KErhel . — °tcc*
init
 Run Levels

POST: Power on self-test - Hardware will check it self

BIOS: Basic input and output system will load

MBR: Master boot record — which will have 446Bytes in size first sector of the HDD.

| 446 MBR

| 64 Partition Table

| 2 Active Sign

GRUB: it will boot in three steps

Stage 1: The duty of the stage 1 is to identify where the stage is located to

Stage 1.5: The duty of the stage 1.5 is to synchronize with the deferent file system. LBA
— logical block addressing. Once executed, core.img will load its configuration file and any

other modules needed, particularly file system drivers; at installation time, it is generated

from diskboot.img and configured to load the stage 2 by its file path.

Stage 2: it will list out all the available operating systems and it will boot with the

default operating system.

Kernel: Kernel version and its installed modules will load

Init: init is the root daemon process after this process all the process will start under init
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Run levels:

Run levels are 7

0 - Shutdown/Halt/Power off

1 - Single User Mode

2 - Multiple user without Network

3 - Multiple users with Network (CLI)
4 - Unused

5 - GUI mode

6 - Reboot

After completion of run level it will enter into the User interface will ask you for the credential
to login.

1 sylinder = 7.8 MB
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Document No. : | RHEL Professional Guide
Author : | Ankam Ravi Kumar
ARK IT 7. Bash Features , , :
Teiele UL Web site : | http://ark-library.blogspot.in/
Page No. : |36

BASH: Bourne again shell

Local User Account

Y J \ Y } \ Root / Super User

Present
Username Hostname working directory

\RK-IT-Solutions

Command Line Completion:

Single Tab — it will provide the best option
Double Tab — it will provide all the possible options (Autocompletes)

Command Line Editing:

Ctrl+a - It moves cursor to the Home line position

Ctrl+b - Moves the cursor back one character

Ctrl+c - Sends the signal SIGINT to the current task, which aborts and close it.
Ctrl+d - Close current shell prompt

Ctrl+e - It will move a cursor to end of the bash

Ctrl+f - Moves cursor forward one character
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Ctrl+g - Abort the research and restore the original file

Ctrl+h - Deletes the previous character (Same as backspace)

Ctrl+k - It is used to delete the command from the courser to line home position
Ctrl+l - Clear the screen

Ctrl+u - Clears the line content before the cursor and copies it into the clipboard
Ctrl+y - Yank the content from the cursor position

Ctrl+z - Sends the signal SIGTSTP to the current task, which suspend it
Ctrl+Shift+c - Copy selected text

Ctrl+Shift+v - Paste the copied content

Ctrl+Shift+t - Tab

Ctrl+Shift+n - New Terminal

Ctrl+Shift+w - Close Tab

Ctrl+Shfift+q - Close a Terminal

Alt+b - Moves the cursor backward one word

Alt+c - Capitalizes the character under the cursor and moves to the end of word
Alt+d - Cut the word after the cursor

Alt+f - Moves the cursor forward one word

Alt+l] - Lowers the case of every character from the cursor’s position to the end
Alt+. - Insert the last argument to the previous command

Command Line History:

$ history - this command will display all the previous executed commands
$ history —c - Clear the command history
$ !'<number> - it executes mentioned number command

Note: Default history size is 1000 commands
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[ravi@ARK-IT-Solutions ~]$ history
1 clear
2 cat /etc/
3 hi%tﬂ“”

E
-
L-FJ

el
-

$ !<charectar> - 1t will display/execute matching character command
g ! - 1t will execute last executed command

Sophisticated prompt control:

? - It will replace a single character
Example: rm -rfa? - it will delete the files with two characters

Rm —rf a?? - 1t will delete the three characters files after “a”
*

replace multiple number of characters
Example: rm —f a* - it will remove all the files which are starting with “a”

Piping and Redirecting:

Redirecting input and output from standard stream to user defined place

1. Input RD -0 <
2. Output RD -1 Values > Symbols
3. Error RD -2 >

Example: $ sort < <file name>
$ we < <file name>
$ history > f2

$mkdir d1 2> el

Version 1.0
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Solutions ~

a dire

Piping sending output or one command as a input to the another command

| Pipe symbol.
Page related command:
Less: is used to see the command output page by page in up and down way

More: we can’t go upward downward, just see the output fit to the screen

{-IT-Solutions

K-IT-Solutions

Version 1.0
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Document No. : | RHEL Professional Guide
SN I 8. Linux DirectOI‘y Author : | Ankam Ravi Kumar
Tt £ Structure Web site : | http://ark-library.blogspot.in/
Page No. 1| 40
Overview

Everything in Linux can be reduced to a file. Partitions are associated with files such as
/dev/hdal. Hardware components are associated with files such as /dev/imodem. The Filesystem
Hierarchy Standard (FHS) is the official way to organize files in Unix and Linux directories.

Linux file system and directory structure

Several major directories are associated with all modern Unix/Linux operating systems. These
directories organize user files, drivers, kernels, logs, programs, utilities, and more into different
categories. The standardization of the FHS makes it easier for users of other Unix-based operating
systems to understand the basics of Linux. All of the other directories shown in Table are
subdirectories of the root directory, unless they are mounted separately.

Directory Description
The root directory, the top-level directory in the FHS. All other directories are

/ subdirectories of root, which is always mounted on some partition. All directories that
are not mounted on a separate partition are included in the root directory’s partition.

. Essential command line utilities. Should not be mounted separately; otherwise, it could

/bin o eqeye . :
be difficult to get to these utilities when using a rescue disk.
Includes Linux startup files, including the Linux kernel. Can be small; 16MB is usually

/boot adequate for a typical modular kernel. If you use multiple kernels, such as for testing a
kernel upgrade, increase the size of this partition accordingly.

lete Most basic configuration files.
Hardware and software device drivers for everything from floppy drives to terminals.

/dev .. "
Do not mount this directory on a separate partition.

/home Home directories for almost every user.

Nib Program libraries for the kernel and various command line utilities. Do not mount this
directory on a separate partition.

Imnt The mount point for removable media, including floppy drives, CD-ROMs, and Zip
disks.

/opt Applications such as WordPerfect or Star Office.

Joroc Currently running kernel-related processes, including device assignments such as IRQ

p ports, I/O addresses, and DMA channels.

/root The home directory of the root user.

/sbin System administration commands. Don't mount this directory separately.

fem Temporary files. By default, Red Hat Linux deletes all files in this directory

p periodically.

st Small programs accessible to all users. Includes many system administration
commands and utilities.

/var Variable data, including log files and printer spools.
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. Author : | Ankam Ravi Kumar
ARK IT 9. Text Editors
Al LLNLL Web site : | http://ark-library.blogspot.in/
Page No. 1| 41

Console Based Text Editors:

1. Emacs
2. Nano
3. Vim/vi

Graphical (GUI) Editors:

1. Gedit
2. Gvim
3. Sublime (have to install separately)

Now we are going to discuss about vi/vim editor.

Vim is a highly configurable text editor built to enable efficient text editing. It is an

improved version of the VI editor distributed with most UNIX systems. It is a tool, the use

of which you must be learned. Program is written by Bram Moolenaar et al.

Usage of vi/vim, it has three modes

1. Command mode
2. Insert Mode
3. Ex-mode

Command mode: this mode is the default mode following things we can do

Yank/copy (yy) - copying the single line
(nyy) n number of lines at a time you can copy.

- Paste a content bellow the cursor
P - Paste content above the cursor
dd - Delete a single line
ndd n number of line delete yet a time
X - Deleting a single character

dw - Deleting a single word
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. - redo

u - Undo

J - Joining the line

r - Replace the character

Arrow Keys

h - Left

j - Down

k - Up

1 - Right
Ctrl+d - Scroll Down
Ctrl+u - Scroll UP

Insert Mode: This mode is used to insert the text into the file

1 - Inserting the content before the cursor position

1 - it will insert the character starting of the line

a - it will insert the character of the cursor append

A - It will append the character from end of the line
O - It will insert a new line above the cursor

0 - It will insert a new line below the cursor

S - Substitute the stream

EX-Mode: Escis used to change the mode. Press Escape key to enter EX-Mode

W - save the modifications
q - quit

Wq - save & quit

w! - save forcefully
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:q! -
:set nu -
:set nonu -

:<number> -

Quit forcefully

setting the line numbers

Remove line numbers

it will goes to particular line

:%s/find string name/replace string/g - to replace the string group of lines

T -
J'<command>

:r !date -

autoindent
autowrite
ignorecase
lisp

list

magic
number
paragraphs
redraw
sections
shiftwidth
showmatch
showmode
slowopen

term

reading the another file from here

- command will execute from here

output will save in current file

noai

noaw

noic

nolisp

nolist
nomagic
nonu
para=IPLPPPQPbpP
nore
sect=NHSHH
sw=38

nosm

nosmd

slow

dumb

Supply indentation automatically

Automatically write to file while editing

Ignore case when searching

(, {, ), and } commands deal with S-expressions

Tabs print as ~I; end of lines marked with $

The characters ., [, and * are special ("magical") in scans
Lines are displayed prefixed with their line numbers

LI Macro names which start paragraphs

Simulate a smart terminal on a dumb terminal

HU Macro names which start new sections

Shift distance for <, =, and other "shift" commands
Show matching ( or { locations as ) or } is typed, for example
Show input mode description

Postpone display updates during inserts

The kind of terminal you are using

Version 1.0
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Type of Users:
Root user - Default user highly privileged UID is 0. This will create while

installing the operating system

System users - is nothing but services, at the time of installing particular
package. UID starts from 1 to 499.

Local users - after installing of the operating system admin user will create
these users. UID starts from 500 to 65534.

After creating a user, user home directory will be created in default path /home.
One group 1s will be created with same user name (primary group)

Files from /etc/skel will be copied automatically to user home directory
letc/passwd file is updated with user information

YV V V VYV

/etc/group file is update with primary group information

Important files

lete/passwd  User Information
letc/shadow  User Passwords

lete/group  Group Information
letc/gshadow  Group Passwords

User Administration Commands:

# useradd <user name> - To create specified local user
# useradd —d <home directory> <user name> - create a user with specified home path

[root@ARK-IT-Solutions ~]# useradd -d /users/ kumar
[root@ARK-IT-Solutions ~]# cat /etc/passwd |grep -E 'ravi|kumar'
ravi:x:501:501::/home/ravi:/bin/bash
kumar:x:502:502::/users/:/bin/bash

# useradd —u <UID> <user name> - create user with specific UID.
# passwd <user name> - change the user password
# userdel <user name> - delete user
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# userdel <user name> - delete user including home directory
# finger <user name> - See user properties
# chfn <user name> - Change user information

[root@ARK-IT-Solutions ~1# chfn

-IT-Solutions

ce Phone []:
Home Phone []: +91

Finger information changed.

User encrypted Password

[root@ARK-IT-Solutions ~]# cat /etc/passwd |grep ravi
ravi:X:501:501::/home/ravi:/bin/bash

A

User name uID User Home Directory User Bash type

# chage —1 <user name> - to check user password expiry and account expiry information

# su - <user name> - Switch to other user account

# 1d <user name> - 1t will show the user 1d

0 (root),1(bin),2 (daemon),3 (sys), 4 (adm), 6 (disk), 10 (wheel)

# system-config-users - create and manage user account in GUI
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Usermod command options:

-c = We can add comment field for the user account.

-d = To modify the directory for any existing user account.

-e = Using this option we can make the account expiry in specific period.

-g = Change the primary group for a User.

-G = To add a supplementary groups.

-a = To add anyone of the group to a secondary group.

-1 = To change the login name from arkit to arkit_admin.

-LL = To lock the user account. This will lock the password so we can’t use the account.
-m = moving the contents of the home directory from existing home dir to new dir.
-p = To Use un-encrypted password for the new password. (NOT Secured).

-s = Create a Specified shell for new accounts.

-u = Used to Assigned UID for the user account between 0 to 999.

-U = To unlock the user accounts. This will remove the password lock and allow us to use
the user account.

Creating Groups:

Group information is located/stored on /etc/group file.

# groupadd <group name> - Create a group with specified name

# usermod —G <group name> <user name> - Add user to group

# gpasswd —a ravi Administrators — Adds the user ravi to the group Administrators
# gpasswd —A ravi Administrators — give user ravi administrative rights to the group
# gpasswd —d ravi Administrators — remove user ravi from the group Administrators
# groupdel <group name> - Delete group name

# groupmod —n <new group name> <old group name> - change group name

# newgrp - <group name> - Login into the group if successful, re-initializes the user
environment
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A user profile is a visual display of personal data associated with a specific user, or

a customized desktop environment. A profile refers therefore to the explicit digital

representation of a person's identity. A user profile can also be considered as the computer

representation of a user model.

Tracks

Favoriles

/etc/profile - it contains system void variables, if you do any modification in

this file it will effect to the administrator and local user profiles.

~/.bash_profile - it contains user specific variables, if you do any modification in

this file it will effect to that particular account only.

/etc/bashre - 1t contains system void alias variables
~/.bashrc - 1t contains user specific alias variables
.bash_history - it contains all executed commands history
Commands:

# alias - it will show the aliases
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alias
alias mc share c/bin/mc-wrapper.sh
alias
alias

# unalias <alias name> - 1t will remove mentioned alias
Note: you can always define an alias using /etc/bashrc OR .bashrec files

File Permissions:

Permission | Value Number
Read r 4
Write w 2
Execute X 1

Default permissions when you create a file or directory

File Permissions
File 644
Directory 755

root root 1f :03 anaconda-ks.cfg

root root 6 8 01:08
:02 install .log

Filetype  Qwner Group  QOthers User (owner) Group Size of file

In above image explained about file permissions

Commands to Change file/directory permissions

Symbolic permissions
u - user/owner

g - Group
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0 - Others
w - Write

X - Execute
+ - Allow

- - deny

# chmod [options] <mode/permissions> <file/directory> - to change permissions file/folder

Example: chmod 744 filel
# chmod u+rwx file or directory : in case of user only
# chmod ug+rwx file or directoty : in case of user and group
# chmod u+w,g+r,0+x directory/file
# chmod u+rw,g+rw directory/file
# chmod u-r, g-w,o-rw directory/file
# chmod ugo+rwx file/directory
# chmod ugo-rwx file/directory

# chown [options] <new owner> <file/directory> - to change ownership of file/folder
Example: chown user?2 filel
chown userl:groupl file2
# chgrp [options] <new group> <file/directory> - to change group of file/folder

Example: chgrp gorup?2 file2
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String related commands will help you to print/search file text as required
HEAD

Head prints the first N number of data of the given input. By default, it prints first
10 lines of each given file.

Example: head file2

head —n 2 file3 #number of lines

key ID 37017186

SORT

Sort is a simple and very useful command which will rearrange the lines in a text
file so that they are sorted, numerically and alphabetically. By default, the rules for
sorting are:

v' Lines starting with a number will appear before lines starting with a letter.

v' Lines starting with a letter that appears earlier in the alphabet will appear before lines
starting with a letter that appears later in the alphabet.

v Lines starting with a lowercase letter will appear before lines starting with the same
letter in uppercase.

Example: sort —r file2

key ID 37017186

b ignores leading blanks

d considers only blanks and alphanumeric characters
f fold lower case to upper case characters

-g compare according to general numerical value

1 consider only printable characters

M compare (unknown) < 'JAN'< ... <'DEC'

n compare according to string numerical value
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-r reverse the result of comparisons

-C check whether input is sorted; does not sort

-k start a key at POS1, end it at POS2 (origin 1)

-m merges already sorted files; do not sort

-0 write result to FILE instead of standard output
-s stabilize sort by disabling last-resort comparison
S use SIZE for main memory buffer

t use SEP instead of non-blank to blank transition
T use DIR for temporaries, not $TMPDIR or /tmp
zZ end lines with 0 byte, not newline

UNI
Uniq command is helpful to remove or detect duplicate entries in a file.
Example: uniq <file name> - it will print uniq values

@ARK-IT-Solutions uniqg]l#

@ARK-IT-Solutions uniqg]# unig testuniqg

PASTE
It 1s very useful for merging a single file and also for merging set of files as well.

v' paste command examples for single file handling
v' paste command examples for multiple files handling
Example: paste —s filel
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paste —d, -s filel

filel file?Z

Cut is used for text processing. You can use this command to extract portion of text
from a file by selecting columns.

c>lutions cut]#
ravi kumar

ankam ravi
kumar ravi

[r dARK-IT-Solutions cut]# cut -cl-4 tes
this
ravi

anka
kuma

TR

It will translate content of the file from one case to another case vice versa.
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Note: if you want to change the file text to caps then redirect the output to another file

SED

Sed i1s a Stream Editor used for modifying the files in unix (or linux). Whenever you
want to make changes to the file automatically, sed comes in handy to do this. Most people
never learn its power; they just simply use sed to replace text. You can do many things
apart from replacing text with sed.

DIFF
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File Types

-b - block device file Example: HDD and pen drive

-d - directory file

- - common file

c - Character device file Example: terminal

1 - Linked file

Linking means reflecting to the original file, In case of copy command updating is
not possible after copying the file from the source to destination. In link updating is
possible for both the files.

HARD Link SOFT Link

1. The destination file is exact image of 1. The destination file size is length of
the source file. the source file name

2. If source got deleted also even we can | 2. if source got deleted we can’t access
access the destination file destination file

3. inode numbers of source and 3. inode numbers of source and destination
destination are same are different

4. We can’t put the hard link to different | 4. we can put a link between different file
file system (partitions) because it will | systems
different.

5. Ex: cp -1 <source> <destination> Ex: cp —s <source> <destination>

Soft Link / Symilink Hard Linl<

A softlink is a file that have the information to Hard Link is direct pointer to the original inode

point to ancther filefinode. That inode points to of the original file. If you compare the original

the data on the hard drive. file with hard link, there won't be any differences.

sl N i

wisible to User Wisible to User

Soft Link Original
File

Created

Qriginal
File

Soft Link
Created

Inode Internally Inodeyy Internally | d\/ Inode
- node
original File Soft Link — -
< original File
Inode - 312422 [~ Inode - 312342 .mﬂe - 312422

Data on Hard Disk Data on Hard Disk
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The program in running action

Ready

Running

1. System Defined Process
2. User Defined Process

System defined process is called as daemon, it is a program running for the service.

It will start when booting the operating system, we can also start manually.

User defined process is called executing commands.

Init is the parent process for all the processes. Process id is 0 always.

init-0

SDP SDP System Defined Process

Login Prompt

UDP UDP User Defined Process
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$ps - 1t will display the process status correct terminal

Solutions ~]#
TITME CMD

pts/O - sudo terminal
tty/1 - virtual terminal
Example: ps—a (a = all the processes)

ps —f - full description of the process
ps —af
ps —u - for user processes
ps —x - system processes
ps —ax - all terminals system processes

To see the background running processes

$ jobs - to see background processes
$ fg
$ top - 1t will display dynamic running processes correct time, system uptime and

number of users logged in, CPU load memory and processes.

Killing the processes:

# kill -9 <PID> - kill the process using Process ID

# kill —a <name> - kill the process using process name
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Search commands will help you to search files/directories and file content.

Command GREP

Grand regular expression, it is used to search the file name and content of the file

[root@ARK-IT-Solutions ~]#

Installing zlib — 1.2.

3-3.
Installing 1.2

Command FIND

It 1s command to find files with different options.

# find / -iname <file name> - to search files with file name

# find / -perm 770 - to search files with their permissions
# find / -user <user name> - to search files with user ownership

# find / -size 10M - to search files with their size

Solutions : / . —iname ravi

Solutions

Command LOCATE

Locate command can be used to searching for the file based on the string name from
/ onwards.

elinux/tar
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Scheduling is very useful when you prefer do some automation jobs.

For scheduling the tasks in Linux we are using at and crontab

Command AT:

$ at — it 1s used to scheduled one are more jobs (commands) for a single execution.

Example: $ at 10:30
$ at now+5 minutes

$ at tomorrow

$ at 10:30 july 15 2015

| Theexpression |  Would translateto |
Inoon |12:00 PM October 18 2014 |
Imidnight [12:00 AM October 19 2014 |
lteatime |4:00 PM October 18 2014 |
[tomorrow [10:00 AM October 19 2014 |
lnoon tomorrow ~~ [[12:00 PM October 19 2014 |
Inext week [20:00 AM October 25 2014 |
Inext monday |10:00 AM October 24 2014 |
[fri |20:00 AM October 21 2014 |
INOV /20:00 AM November 18 2014|
19:00 AM |9:00 AM October 19 2014 |
2:30 PM [2:30 PM October 18 2014 |
1430 [2:30 PM October 18 2014 |
2:30 PM tomorrow |[2:30 PM October 19 2014 |
[2:30 PM next month|[2:30 PM November 18 2014 |
[2:30 PM Fri [2:30 PM October 21 2014 |
2:30PM 10/21  |2:30 PM October 21 2014 |
2:30PM Oct 21 [2:30 PM October 21 2014 |
2:30 PM 10/21/2014]2:30 PM October 21 2014 |
2:30 PM 21.10.14  |2:30 PM October 21 2014 |
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Inow + 30 minutes  [10:30 AM October 18 2014

|
|now + 1 hour Hll:OO AM October 18 2014 \
Inow + 2 days |20:00 AM October 20 2014 |
4 PM + 2 days 14:00 PM October 20 2014 |

lnow + 3weeks  [10:00 AM November 8 2014 |
lnow + 4 months  [10:00 AM February 18 2015 |
Inow + 5 years |10:00 AM October 18 2019 |

$ atq - is a command to see scheduled jobs
$ atrm <job number> — is a command to remove the schedules jobs

CRONTAB:

The crontab is a list of commands that you want to run on a regular schedule, and
also the name of the command used to manage that list.

Example: crontab —e - to edit the jobs
crontab —1 - to list the scheduled jobs
crontab —c¢ —u <user name> - to see particular user jobs
crontab —r - to remove crontab file

crontab format

6 are Sunday to Saturday, or use names; 7 is Sunday, the same as 0)

ro
#
#
#
#
#
#
#
#

#***** command to execute

\— day of week (0 - 6) (0 to 6 are Sunday to Saturday, or use names; 7 is Sunday, the same as 0)
month (1 - 12)

day of month (1 - 31)

hour (0 - 23)

min (0 - 59)

HHHHHHR

Example: 5,10,15 * * * * mail —s “Mail from root” aravikumar48@gmail.com

This above example will send a mail yet every 5th 10th and 15th minute of hour
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A file system is the underlying structure a computer uses to organize data on a hard
disk. If you are installing a new hard disk, you need to partition and format it using a file
system before you can begin storing data or programs.

File System

Local File System Remote File System

Minix, ext2, ext3,ext4 NFS and Samba

Minix - 14 characters, 64MB of storage
Ext - Extended file system, 255 characters, 2GB of storage

When you’re going to format the Linux file system using extend file system it will create
blocks.

1). Master Block/Boot Block
2). Super Block
3). Inode Block

4). Data Block

1. Master block entry is located at partition table, only boot partition contains master
blocks data. Remaining partitions master blocks are empty.
2. Super block just like an index to the book and it will holds to the information as follows

Utilized inode numbers
Free inode numbers
Utilized data blocks

d. Free data blocks

o o P

Super block holds all this information.
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3. Inode table (index table) which holds all the information about files/directories like
permissions, owner, group name, size and time stamps.

4096 bytes default block size

15 data blocks = inode

If data size is more than 100MB block size is 4096bytes. If data size is less than 100MB
block size i1s 1024bytes.

Directory holds inode number of file and file name

4. Data block storage of files

Table

.viminfo

Now below is a very brief comparison of the most common file systems in use with the

Linux world

File Max File Max Partition .
. . Journaling Notes
System Size Size
Fatl6 2GB 2GB No Legacy
Fat32 4 GB 8TB No Legacy
(For Windows Compatibility) NTFS-3g is installed by
NTFS 278 25678 ves default in Ubuntu, allowing Read/Write support
ext2 2TB 327TB No Legacy
ext3 > 1B 3278 Yes Standard linux fllesystem fqr many years. Best choice
for super-standard installation.
oxtd 16 TB 1EB Yes .I\/Iodern'lteratlon of ext3. Best ch0|Fe flor new
installations where super-standard isn't necessary.
reiserFS 8TB 16 TB Yes No longer well-maintained.
JFS 4PB 32PB ves Created by IBM - Not well maintained.
(metadata)
XES 3 EB 3 EB Yes Created bY SGl. Bfast choice for a mix of stability and
(metadata) advanced journaling.

GB = Gigabyte (1024 MB) :: TB = Terabyte (1024 GB) :: PB = Petabyte (1024 TB) :: EB = Exabyte (1024 PB)
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Journaling:

A journaling file system is more reliable when it comes to data storage. Journaling file
systems do not necessarily prevent corruption, but they do prevent inconsistency and are
much faster at file system checks than non-journaled file systems. If a power failure
happens while you are saving a file, the save will not complete and you end up with
corrupted data and an inconsistent file system. Instead of actually writing directly to the
part of the disk where the file is stored, a journaling file system first writes it to another
part of the hard drive and notes the necessary changes to a log, then in the background it
goes through each entry to the journal and begins to complete the task, and when the task
1s complete, it checks it off on the list. Thus the file system 1s always in a consistent state
(the file got saved, the journal reports it as not completely saved, or the journal is
inconsistent (but can be rebuilt from the file system)). Some journaling file systems can
prevent corruption as well by writing data twice.

Journaling
| | |
Writable more ordered more journal
1. Write block — metadata is stored in HDD
11. Ordered more — metadata and actual data
1.  Journal will maintain more space to do journaling

Network File System (NFS):

A Network File System (NFS) allows remote hosts to mount file systems over a network
and interact with those file systems as though they are mounted locally. This enables
system administrators to consolidate resources onto centralized servers on the network.

SAMBA (SMB):

Samba is a software it is used to share the file and printer between Linux to Windows
vice versa
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Creating Standard Partition:

Disk partitioning is the act of dividing a hard disk drive (HDD) into multiple logical
storage units referred to as partitions, to treat one physical disk drive as if it were multiple
disks, so that a different file system can be used on each partition.

All the device files are stored in /dev/ directory. If your Hard disk is connected

SATA DRIVE IDE DRIVE
Primary master /dev/sda /dev/hda
Primary slave /dev/sdb /dev/hdb
Secondary master /dev/sdc /dev/hdc
Secondary slave /dev/sdd /dev/hdd
# fdisk - 1t 1s a utility used for creating, deleting, listing and checking partitions

In this situation i am using vmware environment so just added one disk 5GB in size to server.

# 1s /sys/class/scsi_host/ | while read host ; do echo "- - -" > /sys/class/scsi_host/$host/scan ;
done - To scan new hardware changes.

n't contain a valid partition table

In above image we can able to see new hard disk is found it does not have valid partitions
To create a partition we have to identify HDD name we can use fdisk utility to find.

# fdisk —1 — to identify HDD name

In this case our disk name is /dev/sdb

# fdisk /dev/sdb
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[root@ARK-IT-Solutions ~]# fdisk /dev/sdb

Device contains neither a valid DOS partition table, nor Sun, SGI or OSF disklabel
Building a new DOS disklabel. Changes will remain in memory only,

ntil you decide to write them. After that, of course, the previous

content won't be recoverable.

[larning: invalid flag 0x0000 of partition table 4 will be corrected by w(rite)

ommand
ommand

.

m for help): m

ion

le a bootable flag

bsd disklabel

le the dos compatibility flag
te a partition

list known partition types

print this menu

add a new partition

create a new empty DOS partition table
print the partition table

quit without saving changes
create a new empty Sun disklabel
change a partition's system id
change display/entry units

verify the partition table

write table to disk and exit
extra functionality (experts only)

9]

D oOoLOo o

=9 g

H o000
Q. ot D
OO oo o

4o dtwodo s

WO

List the options using m option
Command (m for help): p

Disk /dev/sdb: 5368 MB, 5368709120 bytes
255 heads, 63 sectors/track, 652 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Start End Blocks

Command (m for help): n
Command action
e extended
8] primary partition (1-4)
pn
Partition number (1-4): 1
First cylinder (1-652, default 1):
Using default wvalue 1
Last cylinder or +size or +sizeM or +sizeK (1-6352, default 652): +1G

Command (m for help): p
Disk /dev/sdb: 5368 MB, 5368709120 bytes
255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boo Start End
/dev/sdbl 1 123

'p - print the partition list in fdisk utility
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n — to create a new partition
mention the partition type primary of extended.

Note: (one extended OR 3 Primary 1 Extended) if you create extended partition first you can’t
able to create a one more partition in same disk. We can create 3 primary and 1 extended
partition.

p for primary

enter the partition number (there is no partitions in our scenario entered 1)

if want to enter the space in first step then calculate cylinders (7.8MB*number)
if you want to provide the space using MB, KB and GB then just hit enter

+1G

Now see partition is created or not using p

mand (m for help): wg
partition table has b

Callin g ioctl() to re

To update partition information to kernel
# partprobe /dev/sdb — to update partition information to partition table without reboot
Partition created now we have to create a file system in partition

# mkfs.ext3 /dev/sdb1 - make file system in partition
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em will
er

After completion of creating a file system we have to mount the partition for use
Create a directory to mount # mkdir /arkit

# mount /dev/sdb1 /arkit - to mount the file system

To check filee system size # df —h - check file system size

Note: SATA and SCSI we can create a 15 partitions and IDE 64 partitions only

To access partition of windows in linux

#mount —t vfat /dev/hdax /mnt

in order to check the label of any partition
#e2label /dev/hdax
where x 1s number
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Mounting CD Rom

# mount —t auto /dev/hdc /media/cdrom

-t : file type

auto : file type

in order to check where cdrom is attached we can open the file fstab
#v1 letc/fstab

now in case of RHEI 3.0 we have to use command in order to unmount.
# umount /media/cdrom

and then eject the cdrom in case of RHEL 4.0 we simply type
# eject

Mounting Floppy

#mount —t auto /dev/fd0 /media/floppy

in case of floppy we have to umount first then only we remove floppy otherwise all content of floppy may be lost or
floppy may be physically damaged.

# umount /media/floppy

Permanent mount file system we have to edit /etc/fstab/ file.

add the entry as mentioned in above screenshot
# mount —a - to verify mentioned entry is correct, if not it will give you error message

# e2label /dev/sdb1l RAVI - to add label to partition

K-IT-Solutions -~ ] # ae?label dev sdbl RAVI
olutions ~]# e2 A s /

# e2label /dev/sdbl - to check disk label

DELETING PARTITION:

Deleting the partition will lead to lose the important data

Remove the entry from /etc/fstab if it is mounted as permanent
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Linu

> failed with err«

# fdisk /dev/sdb

:d

If you have more than one partition it will ask for the partition id
'W(q

# partprobe /dev/sdb

# fdisk —1 /dev/sdb

Extending the Swap:

Create a partition

Change the partition type ID to 82 using t option in fdisk utility
# mkswap /dev/sdb2 - it will format in swap file system
# free - to check swap size

Options: -m in MB format

-G in GB format
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# swapon /dev/sdb2 — in your case it may different.
To make permanent mount of swap file system edit the /etc/fstab file and add the entry

# mount —a - to refresh the /etc/fstab mounts
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LVM is a logical volume manager for the Linux kernel that manages disk drives and
similar mass-storage devices. Using logical volume manager will give more flexibility to
increase/reduce file system in more effective way and no loss of data.

Advantages

LVM gives you more flexibility than just using normal hard drive partitions:

Use any number of disks as one big disk.

Have logical volumes stretched over several disks.

Create small logical volumes and resize them "dynamically" as they get filled up.

Resize logical volumes regardless of their order on disk. It does not depend on the position of the LV

within VG, there is no need to ensure surrounding available space.

e Resize/create/delete logical and physical volumes online. File systems on them still need to be resized, but
some (such as ext4) support online resizing.

¢ Online/live migration of LV being used by services to different disks without having to restart services.

e Snapshots allow you to back up a frozen copy of the file system, while keeping service downtime to a
minimum.

e Support for various device-mapper targets, including transparent file system encryption and caching of

frequently used data.

/ Application
| | | | } Logical Volumes

Volume Groups

I 8 8 } Physical Volumes

To make LVM’s we will first create physical volumes, we will combine all the PV’s into the

volume group and top of the VG’s we will create LVM’s.

Let’s create Partitions
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n

partition (1-4)

(1-652, default &

(Linux LVM)

d (m for help): ]
The partition table has been altered!

-read partition table.

ylutions ~1# partp

[root@ARK-IT-Solutions ~]# fdisk /dev/sdb

Command (m for help): n
Command action
e extended
p primary partition (1-4)
p
Partition number (1-4): 1
First cylinder (1-652, default 1):
Using default value 1
Last cylinder or +size or +sizeM or +sizeK (1-652, default 652): +1G

Command (m for help): t

Selected partition 1

Hex code (type L to list codes): 8e

Changed system type of partition 1 to 8e (Linux LVM)

Command (m for help): wq
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.
[root@ARK-IT-Solutions ~]# partprobe /dev/sdb

Repeat the above step for remain partition creations.

Version 1.0
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# pvcreate /dev/sdb1 /dev/sdb2 /dev/sdb3 — to create PV’s

# pvscan - to see if any PV’s are there
# pvdisplay - to see PV properties, attributes of a physical volume
# pvs to see the PV’s information, produces formatted output about PV’s

# vgdisplay - It will display all VG properties

# vgscan It will scan for all existing volume groups and rebuild caches

Founc
Found

# vgextend <pv name> - allows you to add one or more initialized physical volumes to an
existing volume group to extend it in size.
E-IT- ]

# vgremove <vg name> - to delete VG
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- to remove PV from VG
~]# data

# vgreduce <vg name> <pv name>

from volume group "datavolume"

Note: Volume Group reducing will lead to data loss, we have to take a backup of complete VG
then do above step. Do not practice above step in any production environment.

#vgmerge <vgl> <vg2>

- To merge two VG’s as one group
| data

fully me

-L +1G data

# lvdisplay - allows you to see the attributes of a logical volume like size, read/write status,
snapshot information etc.

a/1wv0

i—MShb-z3nJ
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# lvextend —L +500M <lv path> to extend the LV space

Note: reducing the logical volume space will lead to data loss, before reducing the lv space we
have to take lv snapshot to restore back to same state. Do not practice this command until
unless it’s required.

Command options:

Ivchange
Ivconvert
Ivcreate
Ivdisplay
Ivextend
lvmchange
Ivmdisks
Ivmsadec
Ilvmsar
Ivreduce
Ivremove
Ivrename
Ivresize
Ivs
Ivscan

#1lvm -

Change the attributes of logical volume(s)

Change logical volume layout

Create a logical volume

Display information about a logical volume

Add space to a logical volume

With the device mapper, this is obsolete and does nothing.
can List devices that may be used as physical volumes
Collect activity data

Create activity report

Reduce the size of a logical volume

Remove logical volume(s) from the system

Rename a logical volume

Resize a logical volume

Display information about logical volumes

List all logical volumes in all volume groups

to enter into the logical volume mode
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# lvmdump - to collectall the information about LV’s, VG’s and PV’s

/ 1 vmdump

domain-20

# lvmdiskscan - to see LV’s, VG’s and PV’s info with size
#lvs - to check logical volumes info

# lvereate —size 100m —snapshot -name snap /dev/data/lv0 - creates a snapshot logical
volume named /dev/data/snap which has access to the contents of the original logical volume
named /dev/data/lv0 at snapshot logical volume creation time. If the original logical volume
contains a file system, you can mount the snapshot logical volume on an arbitrary directory
in order to access the contents of the file system to run a backup while the original file
system contmues to get updated

# mount <lv path> <mount point> - to mount the lv
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To ex

ample of snapshot

100m —-s

To restore the snapshot data mount the snapshot to mount point and copy the files from
snapshot to original path

In order to delete the logical volume
#umount /Iv0

#lvremove /dev/data/lv0

#vgremove data

#pvremove /dev/sdb1l

#pvremove /dev/sdb2
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19. RAID Redundant
array of independent
disk

Document No.

RHEL Professional Guide

Author Ankam Ravi Kumar
Web site http://ark-library.blogspot.in/
Page No. 77

RAID (originally redundant array of inexpensive disks; now commonly redundant array
of independent disks) is a data storage virtualization technology that combines multiple disk
drive components into a logical unit for the purposes of data redundancy or performance

improvement.

In RAID we have different RAID levels

Level O
Level 1
Level 2
Level 3
Level 4
Level 5
Level 6
Level 10

X No Otk =

striped disk array without fault tolerance
mirroring and duplexing
error-correcting coding

bit-interleaved parity
dedicated parity drive

block interleaved distributed parity

independent data disks with double parity

a stripe of mirrors

RAID Level 0: 1t's just stripping. RAID Level 0 requires a minimum of 2 drives to

implement.

RAID O
striping

o RAID 0 implements a striped disk array, the data is broken down into blocks and each block is
written to a separate disk drive

o /O performance is greatly improved by spreading the 1/O load across many channels and drives

o Best performance is achieved when data is striped across multiple controllers with only one drive per

controller

e No parity calculation overhead is involved
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e Very simple design
o Easy to implement

RAID Level 1: For Highest performance, the controller must be able to perform two
concurrent separate Reads per mirrored pair or two duplicate Writes per mirrored pair. Raid
level 1 requires a minimum of 2 drives to implement.

RAID 1

Mirrored Data to both Drives

¢ One Write or two Reads possible per mirrored pair

Twice the Read transaction rate of single disks, same Write transaction rate as single

disks

e 100% redundancy of data means no rebuild is necessary in case of a disk failure, just a
copy to the replacement disk

e Transfer rate per block is equal to that of a single disk

e Under certain circumstances, RAID 1 can sustain multiple simultaneous drive failures

e Simplest RAID storage subsystem design

RAID Level 2: Each bit of data word is written to a data disk drive each data word has its
Hamming Code ECC word recorded on the ECC disks. On Read, the ECC code verifies correct
data or corrects single disk errors.

S

DiskO0 Diskl Disk2 Disk3 Disk4 Disk> [Disk6

Diagram of RAID level 2

e "On the fly" data error correction
e Extremely high data transfer rates possible
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e The higher the data transfer rate required, the better the ratio of data disks to ECC
disks
e Relatively simple controller design compared to RAID levels 3,4 & 5

RAID Level 3: Byte-level striping with dedicated parity, data block is subdivided ("striped")
and written on the data disks. Stripe parity is generated on Writes, recorded on the parity disk
and checked on Reads. Requires minimum 3 disks to implement

RAID 3
ey = e
) C 'y )
AL = A3 N Aed) g
A4 A5 A6

| | I | I Ap(a-6) |

S~ N~ N~
Disk 0 Disk 1 Disk 2 Disk 3

e Very high Read data transfer rate

e Very high Write data transfer rate

e Disk failure has an insignificant impact on throughput

e Low ratio of ECC (Parity) disks to data disks means high efficiency

RAID Level 4: Block-level striping with dedicated parity. Each entire block is written onto
a data disk. Parity for same rank blocks is generated on Writes, recorded on the parity disk

and checked on Reads. Requires minimum 3 disks

RAID 4

Disk 0 Disk 1 Disk 2 Disk 3

e Very high Read data transaction rate
e Low ratio of ECC (Parity) disks to data disks means high efficiency
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e High aggregate Read transfer rate

RAID Level 5: Block-level striping with distributed parity. Each entire data block is
written on a data disk; parity for blocks in the same rank is generated on Writes, recorded in a

distributed location and checked on Reads. Requires minimum 3 disks to implement

RAID 5

o A M~ A1 M~ A1 M~ A

Disk 0 Disk 1 Disk 2 Disk 3

e Highest Read data transaction rate

e Medium Write data transaction rate

e Low ratio of ECC (Parity) disks to data disks means high efficiency
e Good aggregate transfer rate

RAID Level 6: Block-level striping with double distributed parity. Two independent parity
computations must be used in order to provide protection against double disk failure. Two

different algorithms are employed to achieve this purpose. Requires minimum 4 disks

implement
W A3 A (A
Bl |_B2 B B 4 B3
1 G s 2 | |G
| Do | Dq D1 D2 | D3 |
N~ Q
Disk 0 Disk 1 Disk 2 Disk 3 Disk 4
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RAID 6 is essentially an extension of RAID level 5 which allows for
additional fault tolerance by using a second independent distributed parity
scheme (dual parity)

Data is striped on a block level across a set of drives, just like in RAID 5,
and a second set of parity is calculated and written across all the drives;
RAID 6 provides for an extremely high data fault tolerance and can sustain
multiple simultaneous drive failures

RAID 6 protects against multiple bad block failures while non-degraded
RAID 6 protects against a single bad block failure while operating in a
degraded mode

Perfect solution for mission critical applications

RAID Level 10: Disks within the group are mirrored and groups are stripped, required

minimum 4 disks to implement

Group 1 Group 2 Group 3
Disk 1 Disk 2 Disk 3 Disk 4 Di D
N AN AN AN AN AN
8]

RAID 10 — Blocks Mirrored. ( and Blocks Striped)

RAID 10 is implemented as a striped array whose segments are RAID 1
arrays

RAID 10 has the same fault tolerance as RAID level 1

RAID 10 has the same overhead for fault-tolerance as mirroring alone
High I/0 rates are achieved by striping RAID 1 segments

Under certain circumstances, RAID 10 array can sustain multiple
simultaneous drive failures

Excellent solution for sites that would have otherwise gone with RAID 1
but need some additional performance boost

Implementing the RAID will be two types 1.Software RAID and 2.Hardware RAID
Let’s see the difference between those
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SOFTWARE RAID

HARDWARE RAID

1. It will use computer system CPU

1. It will use its own CPU

po

Low cost compare to H/'W RAID

2.More cost compare to S/'W RAID

3. It has data integrity issues due to
system crashes

3.No data integrity issues

4. No write-back cache

4.1t 1s capable of write-back cache

5. Limited operating system migrations

5.Can be migrated to any OS type

6. Unprotected at boot (cannot manage or
protect data at boot):Drive failure or
corrupted data during boot and before the
RAID software become active leads to an
1moperable system

6. Protected at boot: No negative impact on
data availability

when boot drive has medium errors or fails
completely

7. Performance issues will be there

7.No performance issues compare to S/'W
RAID

(Linux

(Linux

(Linux

MIManc

Create partitions using disks, partition type should be Linux raid AutoDetect (fd)
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Creating RAID Device
# mdadm --create /dev/me --level=5 --rald dlsk 3 /dev/sdbl /dev/sdbfZ /dev/sdb3

ng information:

# mdadm —detail /dev/mdO - to see the raid device details
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Solutions ~]# mdadm —--detail

e BNV RN

# mdadm /dev/mdO --fail /dev/sdb3 - to do manual failure of disk

Minor RaidDevice
17

b
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# mdadm /dev/mdO --add /dev/sdb4 Addmg New disk to RAID Device
[root@ARK- Solu : F mdadm ) ——add /dev/sdb4

mdadm: addec

To Destroy RAID Device and its related disk completely wipe
# umount /raid - to un mount the file system

# mdadm —stop /dev/imdO - Stopping RAID Device

# mdadm —remove /dev/mdO - to remove RAID Device

# fdlsk /dev/sdb use d to delete all the disks from OS

~]# mdadm —--remove

‘artition number (1-4):

mmand (m for help):
tition numbe '

ommand (m for he
Partition number
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RPM is a powerful software manager. It can install, remove, query, and verify the software on
your system. Setup of applications is called as package.

Packages
!

Distribution Source Code

Specific Packages
1

Core Packages Extra Core Packages

Core Packages: These packages are available with you installation media

Extra Core Packages: These extra core packages mean after OS installation, upgrade of
package OR release is called as extra core packages.

bash-3.1-16.1-i386.rpm
TN N N

Package Label Major  minor . Distribution
number number " 2to  Architecture

number

Above is the explanation about rpm structure

# rpm <options> <package name> - to install, remove, query and upgrade RPM
Options:

-1 - install

-V - verbose

q - query

-e - deleting/erasing

-U - upgrade

-a - all

-h - hashes ‘# s
# rpm —import <key file name> - to import the rpm license key
Drawbacks of RPM:

1. Distribution packages
2. Architecture specific
3. Dependency
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# rpm -ivh <package name> to install package

y ID 37017186

# rpm —1mport <key f11e path> - to import license key

g

Server]# rpm —ev

lutions Server]# rpm —-ga
.eld

# rpmbuild <file name> - to RPM from source code

Source Code: source code is the external packages which we are writing some scripts OR
software packages.

Note: when we are installing some of the packages using package manager it will ask you to
install dependency packages, installing all the packages manually will eat most of your time.
To resolve these types of dependencies we have to configure YUM server.

YUM: yellowdog updater modified

Some of the advantages of YUM include
+ Automatic resolution of software dependencies.

* Command-line and graphical versions. YUM can install or upgrade software by using either
the command-line version (yum command) or one of two graphical programs:

+ Adding and removing software.
+ Package updater that only shows software updates available from RHN.

* Multiple software locations at one time. YUM can be configured to look for software
packages in more than one location at a time.

+ Ability to specify particular software versions or architectures.
YUM downloads software from repositories located over the network, either on the local

network or over the Internet. The files, including the RPM package files, in these repositories
are organized in a specific way so that they can be found by the YUM client.
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Configure YUM server we have to install createrepo RPM in server
# rpm ivh createrepo- O 4.4-2.fc6.noarch.rpm

IT-Solutions ver]# rpm —-ivh 0.4.4

3] ch.rr
###########################################

FHEFF R A AA A A S A SRR SR A A AR RS A RS [

Copy all the RPM packages to one location local path (in this case I have copied to /yum
location)

Edit the file
# vi /etc/yum.repos.d/rhel-debuginfo.repo

Save the file and exit

Create a repository
# createrepo —v /yum/ - to create a repository database

/yum/
O . rpm
6 .rpm

Saving

# yum list all - to check packages are fetching from YUM server
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# yum install <package name> - to install packages

1# yum install telne

with RHN.

A FE A A A A [1/1]

Like above all the packages and there dependencies will be installed.

# yum remove <package name> - to remove package its dependencies
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yum Irem

RHN.

FHAFAFFA SRS EE [/

# yum clean all - 1t will clean all the cache data of yum server
# yum update <package name> - to update/upgrade mentioned package

If you want make this YUM as centralized server for all the local domain servers. We have to
share this using FTP and HTTP protocol.

SERVER SIDE

[rhel-debuginfo]

name=ARK-IT

baseurl=ftp://yum/

enabled=1

gpgcheck=1
gpgkey=ftp://yum/rpm-gpg/RPM-GPG-KEY-redhat-release

CLIENT SIDE

[rhel-debugino]

Name=ARK-IT
Baseurl=ftp://SERVERIP/PATH
Enabled=1

Gpgcheck=0
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A computer network or data network is a telecommunications network that allows
computers to exchange data. In computer networks, networked computing devices pass data to
each other along data connections. Data is transferred in the form of packets.

Configuration Files

File Description
/etc/resolve.conf List DNS servers for internet domain name resolution.
/etc/hosts Lists hosts to be resolved locally (not by DNS).

List order of host name search. Typically look at local files,
/etc/nsswitch.conf then NIS server, then DNS server.

/etc/sysconfig/network-scripts/ifcfg-device Specify TCP network information.

# mii-tool - Media in dependent interface tool it will check for the connectivity, speed of
device.

# system-config-network to configure the IP Address in CLI and GUI

# setup - to configure the IP and DNS, it will work in CLI and GUI
# ifconfig - to see the IP details

# ifdown <ethernet> 1t will bring down the interface

# ifup <Ethernet> it will bring UP the interface

To Assign Temporary IP Adress

# ifconfig <device name> <IP Address> <Netmask> <Gateway> - this will assign a IP
temporarily after reboot it will not be there.

sconfig/metwork-scripts/ifcfg-ethO — to assign permanent IP Address

~]1# wvi » ripts

LT = 3K =

# vi /etc/sy

# vi /etc/hosts - to add entry in this file follow as below

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 92



http://arkit.co.in/
mailto:aravikumar48@gmail.com

Redhat Enterprise Linux Certified Professional

Version 1.0

# hostname - to add temporary Hostname and see the hostname

Using NEAT Command

# neat - it is used to assign the IP Address in GUI mode. (It will not work in CLI)

[root@ARK-IT-Solutions ~]# neat
Network Con k: uration

File Profile Help

8 &« B VI

New Edit Copy Activate Deactivate

Devices | Hardware ] IPsec I DNS I Hosts l

[ You may configure network devices associated with
:l'_J physical hardware here. Multiple logical devices can
be associated with a single piece of hardware.

Profile Status Device | Nickmame Type

A Active Er: ethl  ethO Ethernet

Active profile: Common

Double Click on the Device name

o Ethernet Device

=
General | Route | Hardware Device
Mickname: [m ]
Activate device when computer starts
[] Allow all users to enable and disable the device
[[] Enable IPvE configuration for this interface
) Automatically obtain IP address settings with:
i
(@ iStatically set IP addresses::
Manual IP Address Settings
Address: [192.168.234.123 |
Subnet mask: [255.255.255.0 |
Default gateway address: [192.168.234.1 |
[] Set MTU to:

¥ Cancel l [ @QK l
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Nickname: Provide the device name
Address: <Enter IP Address>
Subnet mask: <Enter Netmask>
Gateway: <Enter Gateway>

Click on OK

Network Configuration

File Profile Help

Devices ‘ Hardware ‘ IPsec ‘ DNS ‘ Hosts ‘

You may configure the system's hostname, domain,
name servers, and search domain. Name servers are
used to look up other hosts on the network.

3
ER

Tl

F3

)
]
5
]

o =] 2l

=,
&,

Hostname: RK—IT—ScIutions.Iccaldcmain

Primary DNS:  |4.4.4.4

Secondary DNS: |8.8.8.8

Tertiary DNs: |

DNS search path: [

Active profile: Common

Using DNS tab you can provide

Hostname: <Enter FQDN>

Primary DNS: <Enter Primary DNS Address>
Secondary DNS: <Enter Primary DNS Address>

Using neat we can also create virtual network devices
# service network restart - to restart the network service

# service network reload - to reload the network configuration settings
# service network start/stop — to start and stop the service

Using Setup Tool

Using Setup command you can configure
1. Authentication Configuration

Version 1.0
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Firewall Configuration
Keyboard configuration
Network configuration
System services

Time zone configuration
X configuration

A

In this topic we are going to talk about Network configuration

# setup - to enter into the setup tool

—— Choose a Tool p——m—

Authentication configuration
Firewall configuration
Keyboard configuration

Network configuration
System services . To Edit
Timezone configuration Network

X configuration

Select Network Configuration and hit Enter (click on Run Tool)

{ Select A Device I

eth0 (etho) Advanc yevices [AMD] 79
<New Device>

After entering into the Network configuration all the Network devices (Ethernet cards) you
can able to see. Select the card which you want to modify the settings and hit Enter.
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— ] Devernet Configuration

Name

Dewvice

Use DHCP

Static IP

Netmask

Default gateway IP

Provide all the required information such as IP Address, Netmask and Gateway Address.
Click on OK

Then restart/reload your network service so that it will affect the new configuration changes
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What is Kickstart?

Installing Red Hat based systems from physical or virtual media is easy enough when there
are only one or two hosts to install. Beyond this, when an administrator needs to setup several
Linux systems, Kickstart can provide a relatively easy way to accomplish mass deployment
and can be totally automated. It is easy to have several different Kickstart configurations
ready to go, each having a different deployment configuration.

Most large companies use this technique to deploy a Red Hat base server image that can then
be customized as required. What makes Kickstart even easier is that an administrator can
configure Kickstart with nothing more complex than a web server, installation media and at
least one Kickstart configuration file. The only other requirement is an active DHCP server so
that new clients waiting to be kick started can reach the Kickstart server, having obtained a
valid DHCP address. Kickstart can also use other installation mediums, such as NFS and even
local media if desired.

Just we can say un-attended installation process, this can be configured using

1. NFS

2. FTP

3. HTTP
Prerequisites: -

e Required installation media
e Configure FTP site to share packages
e Configure DHCP server

To copy all the packages from installation media mount the DVD to mount point
# mount /dev/dvd /media

Install FTP packages
# rpm -ivh vsftpd-2.0.5-10.e15.1386.rpm

= fFft+rd

i 5 Pa

Copy the data from /media to /var/ftp/pub/
# cp —Rv /media/* /var/ftp/pub

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 97



http://arkit.co.in/
mailto:aravikumar48@gmail.com

Redhat Enterprise Linux Certified Professional Version 1.0

Start the ftp service
# service vsftpd restart; chkconfig vsftpd on

T = - . T

y 1386 DVDI#F¥ s

Stop firewall and SELinux security for now.
# service iptables stop

# vi /etc/selinux/config

In 6th line change from enforcing to disabled.
SELINUX=disabled

Save & exit

Install and start the DHCP service
15.1386.pm

After installing the dhcp package DHCP sample configuration file will be available in
/usr/share/doc/dhcp*/dhepd.conf

Copy above sample file to /etc/dhcpd.conf then modify as per your requirement.
# cat dhcpd.conf.sample > /etc/dhcpd.conf

Edit the main config file now

# vi /etc/dhepd.conf

# cat /etc/dhcpd.conf

e EGRICETTEEEEPEEP Configuration File Starting---------------- #
ddns-update-style interim,;

ignore client-updates;

subnet 192.168.234.0 netmask 255.255.255.0 {

# --- default gateway

option routers 192.168.0.1;
option subnet-mask 255.255.255.0;
option nis-domain "domain.org";
option domain-name "domain.org";

option domain-name-servers 192.168.1.1;

option time-offset -18000; # Eastern Standard Time
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option ntp-servers 192.168.1.1;

option netbios-name-servers 192.168.1.1;
--- Selects point-to-point node (default is hybrid). Don't change this unless
-- you understand Netbios very well

option netbios-node-type 2;

HHHEHHH

range dynamic-bootp 192.168.234.28 192.168.234.50;
default-lease-time 21600;
max-lease-time 43200;

# we want the nameserver to appear at a fixed address
host ns {
next-server localhost.localdomain;
hardware ethernet 00:0C:29:07:8D:6B;
fixed-address 192.168.234.123;

Copy the below sample configuration file
In this case 1 have created a file in /var/ftp/pub/rhel5.cfg

#sample KickStart File Start
install

text

url --url=ftp://192.168.234.132/pub/
key --skip

lang en_US.UTF-8

keyboard us

network --onboot yes --device ethO --bootproto dhcp

reboot
rootpw redhat

firewall --disabled

authconfig --enableshadow --enablemd5
selinux --disabled

timezone America/New_York

bootloader --location=mbr --append="rhgb quiet"

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 99



http://arkit.co.in/
mailto:aravikumar48@gmail.com

Redhat Enterprise Linux Certified Professional

clearpart --all

part / --fstype ext3 --size=4000
part /boot --fstype ext3 --size=100
part swap --size=2000

%packages --nobase
@core
%post
#END

Then boot the stationl with installation media (RHEL5/6)

RED HAT
ENTERPRISE LINUX 5

To install or upgrade in graphical mode, press the <ENTER> key.

To install or upgrade in text mode, type: linux text <ENTER>.

Use the function keys listed below for more information.

0013 | linux ks=ftp://1192.168.234.123/pubirhel5.cfg

When it will boot with CD/DVD enter
Boot: linux ks=ftp://192.168.234.132/pub/rhel5.cfg

Installation will continue and it will complete automatically.

Version 1.0
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Disk quotas are commonly used by ISPs, by Web hosting companies, on FTP sites, and on
corporate file servers to ensure continued availability of their systems.

Quotas are used to limit a user’s or a group of user’s ability to consume disk space. This
prevents a small group of users from monopolizing disk capacity and potentially interfering
with other users or the entire system.

o Soft limit
this is the maximum amount of space a user can have on that partition. If you have set a grace period,
this will act as an alarm. The user will then be notified she is in quota violation. If you have set a
grace period, you will also need to set a hard limit. A grace period is the number of days a user is
allowed to be above the given quota. After the grace period is over, the user must get under the soft
limit to continue. By default grace period have seven days limits.

e Hard limit
hard limits are necessary only when you are using grace periods. If grace periods are enabled, this
will be the absolute limit a user can use. Any attempt to consume resources beyond this limit will be
denied. If you are not using grace periods, the soft limit is the maximum amount of available space
for each user.

o Grace Periods
Linux has provided the default of seven days for both inode and block usage. That is, a user may
exceed the soft limit on either resource for up to seven days. After that, further requests by that user
to use files will be denied.

To do quota we will use edquota, repquota and quotacheck tools to create modify and report
quota management.

Quota can be applied to users and groups, block size and inode number.

We have to install/verify quota packages is installed.
# rpm —qa | grep quota - to verify quota rpm is installed or not

[root@localhost ~]# rpm —-ga |grep quota
quota-3.13-1.2.3.2.el5

Now open /etc/fstab to open quota

/dev/sdb1l /qcheck ext3 defaults,usrquota,grpquota 1 2
[root@localhost ~]# cat /etc/fstab |grep /dev/sdbl

/dev/sdbl /gcheck ext3 defaults,usrquota,grpguota 1 2

Either reboot or remount the file system to enable quota
# mount —o remount,usrquota,grpquota,rw /qcheck
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[rootRlocalhost ~]# mount -o remount,usrquota,grpguota,rw /gcheck

[rootRlocalhost ~]# mount |grep /gcheck
/dev/sdbl on /gcheck type ext3 (rw,usrquota,grpquota)

In this case /qcheck is the mount point.

To enable or create a quota file we have to run
# quotacheck —cugm /qcheck

quotacheck command options
-v scans and prints verbose
-¢ performs a new scan
-g scan quota for groups
-m remount the scanned file system
-u scan quota for users
-a Check all quota-enabled, locally-mounted FS
Switch on the quota using below command
# quotaon —avug
[root@localhost ~]# quotaon -avug
/dev/sdbl [/gcheck]: group quotas turned on

/dev/sdbl [/qcheck]: user quotas turned on

Now quota is on. Add quota soft and hard limits to any user

[rootRlocalhost ~]# edquota ravi
Disk gquotas for user ravi (uid 501):

Filesystem blocks inodes
/dev/sdbl 0 0

Now verify writing some dump data (dd command).

Login as a ravi user then
$ dd if=/dev/zero of=/qcheck/test bs=1024 count=10
$ dd if=/dev/zero of=/qcheck/test bs=1024 count=21
[ravi@localhost ~]$ dd if=/dev/zero of=/qgcheck/test bs=1024 count=10

sdbl: warning, user block quota exceeded.
10+0 records in

10+0 records out
10240 bytes (10 kB) copied, 0.000216823 seconds, 47.2 MB/s
[ravi@localhost ~]$§ dd if=/dev/zero of=/gcheck/test bs=1024 count=21

sdbl: warning, user block quota exceeded.

sdbl: write failed, user block limit reached.

dd: writing ~/gcheck/test': Disk quota exceeded

21+0 records in

20+0 records out

20480 bytes (20 kB) copied, 0.00203529 seconds, 10.1 MB/s

In above screenshot it is showing that warning and exceeded limits for user ravi.
To verify the quota settings
# quota —u <user name>
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[root@localhost ~]# quota ravi
Disk quotas for user ravi (uid 501):

Filesystem blocks quota limit grace files quota limit grace
/dev/sdbl 20% 10 20 1 0 0

To increase a grace period for a user

# edquota —T <user name>

[rootRlocalhost ~]# edquota -T ravi

Times to enforce softlimit for user rawvi (uid 501):

Time units may be: days, hours, minutes, or seconds
Filesystem block grace inode grace
/dev/sdbl 1l0days unset

Enable the quota for a group.

# edquota —g <group name>
[root@localhost ~]# edquota -g quota
Disk quotas for group quota (gid 502):

Filesystem blocks inodes

/dev/sdbl 0 0

In this case quota is group name

Removing quota
Switchoff the quota
# quotaoff —avug
[rootl@localhost ~]# quotacff -—-avug

/dev/sdbl [/gcheck]: group quotas turned off

/dev/sdbl [/qcheck]: user quotas turned off

Then clear the entry in /etc/fstab
[rootRlocalhost ~]# cat /etc/fstab |grep gcheck
/dev/sdbl /gcheck ext3 defaults

Remount the partition using
# mount —o remount,rw <mountpoint>
[rootRlocalhost ~]# mount -o remount,rw /qcheck

[root@localhost ~]# mount |grep /qcheck

/dev/sdbl on /gcheck type ext3 (xrw)

It will clear the quota
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Remote management tools we will use to install/configure the linux/Unix servers from remote
location.

Remote management can be done using CLI and GUI modes, just we will discuss here about
most common tools.

GUI

VNC (real/tight)
Webmin
Rdesktop
Xming

L

CLI
1. Putty

VNC ( Virtual Network Computing ) Servers enables remote desktop access for Linux systems similar to
MSTSC in windows. Generally Linux administrators doesn’t prefer to use windows access, But sometimes
we required to have access remote desktop of Linux. In that case we need to install vnc server on our Linux
system.

Step 1: Install Required Packages

Most of Linux servers doesn’t have desktop installed on their system. So make sure you have installed else
use following command to install it.

For CentOS/RHEL 6:
# yum groupinstall "Desktop"

For CentOS/RHEL 5:
# yum groupinstall "GNOME Desktop Environment"

Now install few required packages for vnc-server

# yum install pixman pixman-devel libXfont

Step 2: Install VNC Server

After installing required packages, lets install vnc-server in your system. vnc-server is available under
default yum repositories.
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# yum install vnc-server

On CentOS/RHEL 6, you will see that tigervnc-server package will be installed.

Step 3: Create User for VNC

Lets’ create few users for connecting through vnc. You can also use existing system users by connecting
through vnc, In that case we only need to set vncpasswd for that account.

# useradd ravi
# passwd ravi

# useradd ravil
# passwd ravi?2

Now set the vnc password for all accounts need to connect through vnc.

# su - ravi
$ vncpasswd
S exit

[ravi@localhost ~] vncpasswd
Password:

Verify:
# su - ravil

$ vncpasswd
$ exit

Step 4: Configure VNC Server for Users

Now edit /etc/sysconfig/vncservers configuration file and add the following to the end of the file.

VNCSERVERS="1:userl 2:user2"
VNCSERVERARGS [1]="-geometry 800x600"
VNCSERVERARGS [2]="~-geometry 1024x768"
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[rootRlocalhost ~1# cat /etc/sysconfig/vncservers
The VNCSERVERS variable is a list of display:user pairs.

Uncomment the lines below to start a VNC server on display :2
as my 'myusername' (adjust this to your own). You will also
need to set a VNC password; run 'man vncpasswd' to see how

to do that.

.

.

.

#

#

#

#

# DO NOT RUN THIS SERVICE if your local area network is
# untrusted! For a secure way of using VNC, see
#
.
.
#
#
#
#
#

<URL:http://www.uk.research.att.com/archive/vnc/sshvnc.html>.
Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.
Use "-nohttpd" to prevent web-based VNC clients connecting.

Use "-localhost" to prevent remote VNC clients connecting except when
doing so through a secure tunnel. See the "-via'" option in the
‘man vncviewer' manual page.

VNCSERVERS="2 :myusername"

VNCSERVERARGS [2]="-geometry B800x600 -nolisten tcp —nohttpd -localhost"
VNCSERVERS="2:ravi"

VNCSERVERARGS [2]="-gecmetry 800x600"

Where VNCSERVERS is the list of users need to connect, VNCSERVERARGS defined the screen size.
Like user ravi have a 800600 screen size on his client.

Now start vnc-server service using following command and check the output
# service vncserver start

[rootRlocalhost ~]# service vnoserver restart

Shutting down VNC server: l:ravi 2:ravil [ ]
Starting VNC server: l:ravi

New 'localhost.localdomain:1l (ravi)' desktop is localhost.localdomain:1l

Starting applications specified in /home/ravi/.vnc/xstartup
Log file is /home/ravi/.vnc/localhost.localdomain:l.log

2:ravil xauth: creating new authority file /home/ravil/.Xauthority

New 'localhost.localdomain:2 (ravil)' desktop is localhost.localdomain:2

Creating default startup script /home/ravil/.vnc/xstartup
Starting applications specified in /home/ravil/.vnc/xstartup
Log file is /home/ravil/.vnc/localhost.localdomain:2.log

Step 5: Connect VNC Server using VNC Viewer

If your not able to connect to your VNC server then just enable the remote desktop allow from GUI
Login into the server GUI mode then go to System—> Preferences 2 Remote Desktop = Sharing Allow
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[System [
) Preferences * Accessibility

@ Adrministration L4 @] More Preferences

@ Documentation  * ' About Me

Desktop Background
@, Help [ﬂ
File Management
99 About GNOME = -
ﬂﬁ Fonts 4 Remote Desktop Preferences
Log Out root... © Keyboard
L Allow other users to view your desktop
Keyboard Shortcuts = -
@ Shut Down... Cﬁ) T‘
B5 Menus & Toolbars = Allow other users to control your desktop
& - Users can view your desktop using this command:
ouse

(@§ Network Proxy

- Security
== Remote Desktop
When a user tries to view or control your desktop:

Set your remote desktop access preference5| @

[] Ask you for confirmation

E@ Screen Resolution
Screensaver

@ Sound

heme

@) volurme Control
[ windows

Provide the sharing and keep password for the session.

Require the user to enter this password:

Password: [****** ]

VNCERE Viewer

VNC Server: | IRERITEDRIEY -

Encryption: ’Let VMC Server choose

[ About... ] [ Options... ]

You will get the VNC Session connected
To connect using Putty down load the putty software and run

£ curry connguranen I e

| Basic options for your Pu Y session |

Specify the destination you want to connect to

Host Mame {or |IP address) Port
1952.168.234 132 zz
Connection type:

0 Raww 0 Telnet ) Rlogin @ SSH 0 Serial
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Network File System (NFS) is a distributed file system protocol originally developed by
Sun Microsystems in 1984, allowing a user on a client computer to access files over a network

much like local storage is accessed.

(NFES)

—~—  ~_ Network File System

S

@ :
%
P

< S
Service Profile: nfs and portmap
Configuration File: /etc/exports
Port Number: 2049 portmap: 111
Log File: /var/log/messages

Versions available: Version 2, 3 & 4

[root@localhost ~]# rpm —ga
nfs-utils-1.0.9-16.el5

nfs-utils-1ib-1.0.8-7.2

To configure NFS share we have to install below packages

|grep nfs

Nfs-utils are installed in my system, if there is no nfs-utils in your server please install

# yum install nfs*
# yum install xinet*

Start NFS, Portmap and Xinetd services
# service portmap restart
# service xinetd restart

[root@localhost Server]# service portmap restart

Stopping portmap:
Starting portmap:

[rootRlocalhost Server]# service xinetd restart
Stopping xinetd:
Starting xinetd:

# service nfs restart

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 108



http://arkit.co.in/
mailto:aravikumar48@gmail.com

Redhat Enterprise Linux Certified Professional Version 1.0

[root@localhost Server]# service nfs restart
Shutting down NFS mountd:
Shutting down NFS daemon:
Shutting down NFS quotas:

Shutting down NFS services:
Starting NFS services:
Starting NFS quotas:
Starting NFS daemon:
Starting NFS mountd:

Verify the port nfs is working
# rpcinfo -p | grep nfs
[root@localhost Server]# rpcinfo -p |grep nfs

100003 2049 nfs

100003 2049 nfs

100003 2049 nfs

100003 2049 nfs

100003 2049 nfs

100003 2049 nfs

Share the directory or disk using NFS
To sharing the Directory/Disk we have edit the /etc/exports and add the entries
[rootRlocalhost Server]# vi /etc/exports

/qcheck 192.168.234.123 (rw,sync)

CLIENT SIDE

Go to Client machine and check it out share is accessible

# showmount - 192.168.234.132
ll—-]ﬂ'] # showmount -e

Now mount the share to your local mount point
# mount -t nfs 192. 168.234.132: /qcheck /mnt

lient]# mount -t nfs 34.132 /mnt

Likewise you can provide the permissions to NFS share

http://arkit.co.in [To send any feedback/suggestions please send to aravikumar48@gmail.com]. 109



http://arkit.co.in/
mailto:aravikumar48@gmail.com

Redhat Enterprise Linux Certified Professional Version 1.0

Here are the most common NFS export techniques and options:

export /home/nfs directory for host with an IP
/home/nfs/ 192.168.234.123(rw,sync) address 192.168.234.123 with read, write
permissions, and synchronized mode

export /home/nfs directory for network
/home/nfs/ 192.168.234.0(ro,sync) 192.168.234.0 with netmask 255.255.255.0 with
read only permissions and synchronized mode

export /home/nfs directory for host with 1P
192.168.234.123with read, write permissions,
/home/nfs/ 192.168.234.123(rw,sync) 192.168.234.124 |synchronized mode, and also export /home/nfs
(ro,sync) directory for another host with an IP address
192.168.234.124 with read only permissions and
synchronized mode

export /home/nfs directory for host with an IP
address 192.168.234.123with read, write

/home/nfs/ 192.168.234.123 (rw,sync,no_root_squash) |permissions, synchronized mode and the remote
root user will be treated as a root and will be able to
change any file and directory.

export /home/nfs directory for any host with read
only permissions and synchronized mode

export /home/nfs directory for any host within
/home/nfs/ *.linuxcareer.com(ro,sync) linuxconfig.org domain with a read only permission
and synchronized mode

export /home/nfs directory for hosthame foobar
/home/nfs/ foobar(rw,sync) with read, write permissions and synchronized
mode

/home/nfs/ *(ro,sync)

Mounting NFS share as permanent, we have to edit /etc/fstab, if you want restart and verify

the mount point
o 1 5 ab |grep /mnt

¢ /mnt nfs defaults

# mount —a - To refresh the mount points
To remove nfs share we have to un-mount the share from client machine
# umount /mnt

[root@RARK-IT-Solutions ~]# umount /mnt/

Remove entry from /etc/fstab file
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Thanks for Reading this Book. Compliments / Feedback you can send it to
aravikumar48@gmail.com .
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